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Flo2CashPaymentWeb Service API

1. Overview

TheFlo2CaslPayment Web Service Application Programming Interface (API) offers a number of web methods allowing
interaction with our system. This includes, making transact{dPgrchase, Authorisations, Captures and Refunidseyfacing
with the card token systerandinterfacing with the recuiing credit card payments systerthis document provides details on
how to consume this web service and interaction with the . API

TheWeb Servicés only available over the HTTPS protocol and requires the merchant to connect over a SSL enabled channel.

All methods of the web service require the merchant to authenticate themselves. These authentication credentials ard supplie
to the merchant on gbscribing to the Web2Pay payment channel. Each merchant must be explicitly granted permission to use
each feature set of the API. df anytimeyou receive a dAuthentication error. Service restricted or unavailable 2 NJ
OAuthentication error. Web2Pay ahnel must be subscribed é&xception then please contact Flo2Cash
support@flo2cash.co.mquoting the problem and your Flo2CaGhientIDto have that particlar feature/ serviceenabled.

2. Processingransactions

2.1 Overview

The Payment Web Service expoaesnerousmethods for processingredit card transactions. Payments made using these
methods can either use one off credit card data or pass in a Flo2Cash token id to make use of a stored carchotlse met
available are:

ProcessPurchase
ProcessAuthorise
ProcessRefund
ProcessCapture
ProcesPurchaseByToken
ProcessAuthoriseByToken

=A =8 =4 -4 -4 -4

There are two paymennodelsavailable through Flo2CaghAuthorise / Capture and Purchase. This will be decided when your
account is first created by Flo2CaslH you are éBank Merchan{ You use your own bank merchant facilithe¢ payment type is
set up against your Paymark Merchant ID. If you are a Flo2@asihant you will always use the purchase model.

TheAuthorise / CaptureModelallows the payment to be made in two steps. The first is to make an authorise transaction. This
only reserves the funds on the card and reduces the credit limit but does not actually remove the funds. The seconal step is
process a gature transactiong this must be made within seven days of the original authorise transaction. Capturing will actually
remove the funds from the card and credit it your account. You can capture the full amount authorised or a partial amiount, b
never mae than the authorised amount.

ThePurchase Modl captures the funds from the card and credits your account in one step.

Sample C# code for all these methods can be found at the end of this document.

2.2 ProcessPurchasklethod

The ProcessPurchase method allows merchants to make a purchase transaction using the credit card data passed in. The
method also allows the storing of this card data through the Flo2Cash card token system. If this option is chosen #ta card d
will be gored and the token returned with the transaction result. The next time a payment is to be made with this card the

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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ProcessPurchaseByToken method can be used.

INPUT ELEMENTS

Reauied] ype oot Forat Glowed charg

Username Yes String Alphanumeric Username aSS|gned [fo2Caslfior using this
web serviceAlways required. Only
authorised users can use this web service.

Password Yes String See Flo2Cash Passwol Password assigned [Bo2Caslffior using this
policy web service. Always required. Only
authorised users can use this web service.
Accountld Yes Integer Flo2Cash Account IDProvided on signup
Amount Yes Decimal Amount of the transaction in NZD
Reference Yes String 50 Alphanumericspaces | Merchant reference
b K¢ HNIO@D@ X
Particular Yes String 50 Alphanumeric spaces | Merchant particular
b K¢ NIOBD@ X
Email No String Email address to send receipt to (if not
required leave blank )
CardNumber Yes String 12-19 | Numeric Credit card number without spac&.g.
5123456789012346
CardType Yes String Alphnumeric Qredit cardtype. Acceped values are:
1 & a/c¢dMasterCard
1 &=L §Visa Card
1 &5L b gDRiders Card
1 d&! a 9-Agerican Express
Note: Only MasterCard and VISA card are availe
for Flo2CasiMerchans
CardExpiry Yes String 4 Numeric Credit card expiry date in the format of
MMyy. E.g. 0513 for May 2013
CardHolderName Yes String 256 I £ LIK Iy dzY S NJ Qedit cardholdernamethat appears on the
card. E.g. Mr John Smith
CardCsC No String 3or4 | Numeric Credit card security code found on the back

of the card, if passed it will be used else if l¢
null or blank it will be ignored.

StoreCard Yes Boolean True or false as twhether the card should
be stored and assigned a token identifier

OUTPUT ELEMENTS

Element Description
TransactionResult UDT Details of the transaction includirigsee Appendix D for XSD )
I Transactioid ¢ Flo2Cash assigned unique transaction identifier
i OriginalTransactidd ¢ when making a capture or refund this will contain the
transaction id of the initial transaction

1 Account IDg Flo2Caskccount ID used for the transaction

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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=4 =4 =8 —8 —a _a _a _a _9 9

Statusg TransactionStatu6SUCCESSFUL, FAILED

Typeg TransactionTyp@PURCHASE , AUTHORISATION,REFUND,QAPTURE
ReceipNumberg Unique identifier for the receipt of the transaction
AuthCodeg Code assigned by the payment switch

Amountc¢ The amount the transaction was for in NZD

Reference; The reference used for the transaction

Particular- The particular used for the transaction

Message, If failed, contains more information regarding the failure
CardStored; Whether or not the card was stored

CardToker If the StoreCardbit was passed in as true, this will contain the token
identifier for the stored card

POSSIBLE EXCEPTIQSISE APPENDIX A

Exception Description |

Authorisation Exception

Username and passwodte not correct or the web service is not available to.you

CardDetails Exception

Card details passed do not pass the credit card validation.

One Dollar Auth Exception

Unable to obtain the $1 authorisation from the card details specifiéfdstoringcard data

2.3 ProcessAuthoriséMethod

The Procesgsuthorisemethod allows merchants to makeauthorisetransaction using the credit card data passed in. The

method also allows the storing of this card data through the Flo2Cash card token system.

will be stored and the toke returned with the transaction result. The next time a payment is to be made with this card the
ProceséuthoriseByToken method can be used.

INPUT ELEMENTS

Format (allowed chars) Description |

Username | Yes String Alphanumeric Username assigned IBto2Caslfior using this
web serviceAlways required. Only authorised
users can use this web service.

Password Yes String See Flo2Cash Passwol Password assigned Byo2Caslfor using this

policy web service. Always required. Only authorised
users can use this web service.

Accountld Yes Integer Flo2Cash Account iDProvided on signup

Amount Yes Decimal Amount of the transaction in NZD

Reference Yes String 50 Alphanumericspaces | Merchant reference

b K¢ NIO® D@ X
Particular Yes String 50 Alphanumeric spaces | Merchant particular
b K¢ NIO®D@® X

Email No String Email address to send receipt to ( if not require
leave blank )

CardNumber Yes String | 12-19 | Numeric Credit card number without spac&.g.
5123456789012346

CardType Yes String Alphanumeric Qredit cardtype. Acceped values are;

T & a/c¢dMasterCard
Flo2Cash Web2Pay Web Services Manual Version: <1.3
C#/ASP.NET Edition Date: <18/03/20(
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1 &z L ¢ VisaCard
T a5L b gDbiders Card
1 a! a 9-American Express

Note: Only MasterCard and VISA card are available
Flo2CastMerchans

CardExpiry Yes String 4 Numeric Credit card expiry date in the format of MM
E.g. 0513 for May 2013

CardHolderName  Yes String 256 | ! f LIKI y dzY S NJ Qedit cardholdernamethat appears on the
card. E.g. Mr John Smith

CardCsC No String Numeric Credit card security code found on the back of
the card, if passed it will be used else if left nul
or blank it will be ignored.

StoreCard Yes Boolean True or false as to whethéhe card should be
stored and assigned a token identifier

OUTPUT ELEMENTS

TransactionResult UDT Details of the transaction includirigsee Appendix D for XSD ):

1 Transactionld; Flo2Cash assigned unique transaction identifier

i OriginalTransactionld when making a capture or refund this will contain the
transaction id of the initial transaction

Account ID; Flo2Cash Account ID used for the transaction

Statusg TransactionStatus (SUCCESSFUL, FAILED)

Typeg TransactionTyp@PURCHASE , AUTHORISATION,REFUND,CAPTURE)
ReceiptNumber, Unique identifier for the receipt of the transaction
AuthCodeg Code assigned by the payment switch

Amountc The amount the transaction was for in NZD

Reference; The reference used for thieansaction

Particular- The particular used for the transaction

Message; If failed, contains more information regarding the failure
CardStored; Whether or not the card was stored

CardToker If the StoreCard bit was passed in as true, this will corttertoken
identifier for the stored card

= = =] =) = =) =) =) =] =] =

POSSIBLE EXCEPTIOQSEE APPENDIX A

| Excepton _ ____Descrpton |

Authorisation Exception Username and passwoste not correct or the web service is not available to.you
CardDetails Exception Card details passed do not pass the credit card validation.

Payment Details Exception Refund transaction details do not pass validation.

One Dollar Auth Exception Unable to obtain the $1 authorisation from the card details specifiddstoring card data.

2.4 ProcessRefunélethod

The ProcessRefund method allows merchants to refund a previously made, successful tran§aftiowls are currently only
available foBank Merchants.If you are a Flo2Cash Merchant then you will need to contact Flo2Cash to arrange for the refund

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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to be made. In order to perform a refund you will need to pass the original transaction id and the amount to refundin s c
less or equalbut never morethan the original transaction amount.

INPUT ELEMENTS

Element | Required| Type | Length ~ Format (allowed chars)

Username Yes String Alphanumeric Username aSS|gned o2 Caslfior using
this web serviceAlways required. Only
authorised users can use this web
service.

Password Yes String See Flo2Cash Passwor Password assigned Byo2Caslior using

policy this web service. Always required. Only
authorised users can use this web
service.

OriginalTransactionld  Yes String Alphanumeric The Flo2Cash transaction id of the
transaction to refund

Amount Yes Decimal Amount of the refund in NZD

Reference Yes String 50 Alphanumeric spaces | Merchant reference

b K& HIO®Ba@® X
Particular Yes String 50 Alphanumeric spaces | Merchant particular
b K¢ HIO®Ba@® X

Email No String Email address to send receipt to ( if not

required leave blank )

OUTPUT ELEMENTS

Element _Type

TransactionResuli UDT Details of the transactiomcluding( see Appendix D for XSD ):

I Transactionld; Flo2Cash assigned unique transaction identifier

9 OriginalTransactionld when making a capture or refund this will contain the
transaction id of the initial transaction

Account ID; Flo2Cash Account IB3ed for the transaction

Statusg TransactionStatus (SUCCESSFUL, FAILED)

Typeg TransactionType (PURCHASE,AUTHORISATION,REFUND,CAPTURE)
ReceiptNumber, Unique identifier for the receipt of the transaction

AuthCodec Code assigned by the payment switch

Amountc¢ The amount the transaction was for in NZD

Reference; The reference used for the transaction

Particular- The particular used for the transaction

Message; If failed, contains more information regarding the failure

CardStored; Whether or not thecard was stored

CardToker, If the StoreCard bit was passed in as true, this will contain the token
identifier for the stored card

=4 =4 —& 4 _a _a _a _a _a _9 -9

POSSIBLE EXCEPTIQSIE APPENDIX A

Exception Description

Authorisation Exception Username and passworte not corrector the web service is not available to you
Flo2Cash Web2Pay Web Services Manual Version: <1.3
C#/ASP.NET Edition Date: <18/03/20(
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| Payment Details Exception

' Refund transaction details do not pass validation.

2.5 ProcessCaptur&ethod

The ProcessCapture method allows merchants to capture the funds from a previously made, successful tnatheaiston. In
order to perform a capture you will need to pass the original transaction id and the amowaipture. This can be less or, but

never more, tharthe original transaction amount.

INPUT ELEMENTS

Lengitf Formal(aliowed char

Username | Yes String Alphanumeric Username aSS|gned o2 Caslfior using
this web serviceAlways required. Only
authorised users can use this web
service.

Password Yes String See Flo2Cash Passwor Password assigned I5yo2Caslfior using

policy this web service. Always required. Only
authorised users can use this web
service.

OriginalTransactionld Yes String Alphanumeric The Flo2Cash transaction id of the
authorise transaction to capture

Amount Yes Decimal Amount of the capture in NZD

Reference Yes String 50 Alphanumeric spaces | Merchant reference

b K¢ HIO®Ba@® X
Particular Yes String 50 Alphanumeric spaces | Merchant particular
b K¢ HIO®Ba@® X

Email No String Email address to seréceipt to (if not

required leave blank )

OUTPUT ELEMENTS

TransactionResult UDT

Details of the transaction includirigsee Appendix D for XSD ):
1 Transactionld; Flo2Cash assigned unique transaction identifier
9 OriginalTransactionld when making a capture or refund this will contain the

transaction id of the initial transaction

= =l = = =) =] =) =) = = =)

Account ID; Flo2Cash Account ID used for the transaction

Statusg TransactionStatus (SUCCESSFUL, FAILED)

Typeg TransactionType (PURCEAAUTHORISATION,REFUND,CAPTURE)
ReceiptNumber, Unique identifier for the receipt of the transaction
AuthCodeg Code assigned by the payment switch

Amountc The amount the transaction was for in NZD

Reference; The reference used for the transaction

Particular- The particular used for the transaction

Message, If failed, contains more information regarding the failure
CardStored; Whether or not the card was stored

CardToker If the StoreCard bit was passed in as true, this will contain the token

identifier for the stored card

Flo2Cash Web2Pay Web Services Manual
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POSSIBLE EXCEPTIQSBE APPENDIX A

Exception | Description |
Authorisation Exception Username and passwosdte not correct or the web service is not available to.you
Payment Details Exception Capture transaction details dwot pass validation.

2.6 ProcessPurchaseByTokéfethod

The ProcessPurchaseByToken method allows merchants to make a purchase transaction using previously stored credit card dat:
In order to use this method merchants must have already stored a creditatind-lo2Caslag either using the AddCard,
ProcessPurchase and PurchaseAuthorise methods of this web service or through a different Flo2Cash channel such as Phone2F
or their merchant console. When storing the card, a token identifier is created. okieis thust be passed with this method to

identify the card to use with the payment.

INPUT ELEMENTS

_Element ____ Required| Format (allowed chars) Descripion |

Username Yes String Alphanumeric Username aSS|gned fo2Caslfior using this
web serviceAlways required. Only authorisec
users can use this web service.

Password Yes String See Flo2Cash Passwo| Password assigned [Byo2Caslffior using this

policy web service. Always required. Only authorise
users can use this web service.

Accountld Yes Integer Flo2Cash Account iPProvided on signup

Amount Yes Decimal Amount of the capture in NZD

Reference Yes String 50 Alphanumeric spaces | Merchant reference

b K¢ NIO® D@ X
Particular No String 50 Alphanumeric spaces | Merchant particular
b K¢ NO® D@ X

Email No String Email address to send receipt to ( if not
required leave blank )

CardToken Yes String Numeric Token identifier for the card to use with the
payment

OUTPUT ELEMENTS

Element _Type

TransactionResult UDT Details of the transaction includinigsee Appendix D for XSD ):

I Transactionld; Flo2Cash assigned unique transaction identifier

i OriginalTransactionld when making a capture or refund this will contain the
transaction id of the initial transaction

AccountlD ¢ Flo2Cash Account ID used for the transaction

Statusg TransactionStatus (SUCCESSFUL, FAILED)

Typeg TransactionType (PURCHASE,AUTHORISATION,REFUND,CAPTURE)
ReceiptNumber, Unique identifier for the receipt of the transaction
AuthCodec Code assignely the payment switch

Amountc The amount the transaction was for in NZD

Reference; The reference used for the transaction

=A =4 =8 —a —a & 9
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Particular- The particular used for the transaction

Message; If failed, contains more information regarding the failure

CardStord ¢ Whether or not the card was stored

CardToker, If the StoreCard bit was passed in as true, this will contain the token
identifier for the stored card

== = =) =)

POSSIBLE EXCEPTIQSBE APPENDIX A

Exception Description

Authorisation Exception Username and passwosdte not correct or the web service is not available to.you
Card Token Exception The card token passed is not found or invalid.
Payment Details Exception Payment details do not pass validation.

2.7 ProcessAuthoriseByTokeMethod

TheProcessAuthoriseByToken method allows merchants to make an authorise transaction using previously stored credit card
data. In order to use this method merchants must have already stored a credit card with FlgZitheh using the AddCard,
ProcessPurdse and PurchaseAuthorise methods of this web service or through a different Flo2Cash channel such as Phone2Pa
or their merchant console. When storing the card, a token identifier is created. This token must be passed with thisonethod
identify the cad to use with the payment.

INPUT ELEMENTS

_Element ____ Required Type Lergth _Format (allowed chars

Username Yes String Alphanumeric Username assigned Iito2Caslfor using this
web serviceAlways required. Only authorisec
users can use this web service.

Password Yes String See Flo2Cash Passwo| Password assigned [Byo2Caslffior using this

policy web service. Always required. Only authorise
users can use this web service.

Accountld Yes Integer Flo2Cash Account iPProvided on signup

Amount Yes Decimal Amount of the capture in NZD

Reference Yes String 50 Alphanumeric spaces | Merchant reference

b K ¢ NIo® 0@ X
Particular No String 50 Alphanumeric spaces | Merchant particular
b K ¢ HIO®a@ X

Email No String Email address to send receipt to ( if not
required leave blank )

CardToken Yes String Numeric Token identifier for the card to use with the
payment

OUTPUT ELEMENTS

Element Description
TransactionResuli UDT Detals of the transaction including ( see Appendix D for XSD ):
I Transactionld; Flo2Cash assigned unique transaction identifier
9 OriginalTransactionld when making a capture or refund this will contain the
transaction id of the initial transaction

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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9 AccountlD¢ Flo2Cash Account ID used for the transaction
1 Statusq TransactionStatus (SUCCESSFUL, FAILED)
1 Typeg TransactionType (PURCHASE,AUTHORISATION,REFUND,CAPTURE)
1 ReceiptNumber, Unique identifier for the receipt of the transaction
1 AuthCodec Code assignely the payment switch
Amountc The amount the transaction was for in NZD
1 Reference; The reference used for the transaction
9 Particular- The particular used for the transaction
1 Message; If failed, contains more information regarding the failure
9 CardStord ¢ Whether or not the card was stored
I CardToker If the StoreCard bit was passed in as true, this will contain the token

identifier for the stored card

POSSIBLE EXCEPTIQSEBE APPENDIX A

Authorisation Exception Username and passwodte not correct or the web service is not available to.you
Card Token Exception The card token passed is not found or invalid.
Payment Details Exception Payment details do not pass validation.

3. Credit Card Token Interfacing

3.1 Overview

TheFlo2Cash Credit Card Token system allows merchants to store credit card data with Flo2Cash. These credit card tokens can
then be usedvith Flo2Cash services to make payments. Therasiaraethods available in the web service for storingjrieving

and removing cardgo use them you must have the Card Token Management Channel / Service enabled for your merchant
account:

AddCard
AddCardWithUniqueReference
FindCard

ListCards
ListCardsByUniqueReference
RemoveCard

=A =4 =8 -4 -4 -4

Sample C# code ftine cardtoken methodscan be found in section 6 towards the end of this document.

3.2 AddCard Method

This method allows a merchant to store a credit card on the Flo2Cash syBtease take note that for authentication purpase
Flo2Cash will perform a $8ZDauthorisation transaction on the credit card that is to be added. This $1 will be released in five to
ten days after authorisatiotakesplace. This is done to ensure the card to be added is valid and working.

Flo2Cash Merchantssing the Flo2Cash nwdrant facility are restricted to adding MasterCard and VISA credit cardsBanily.
Merchants can add MasterCard, VISA, American Express or Diners cards. However, Diners and American Express will only worl
this has been set up specifically.

Once thecard has been added successfully the card token will be returned for storage within the merchants system. If for any
reason the card cannot be added a SOAP exception will be raised. See Appendix A for details of the exceptions that can be
Flo2Cash Web2Pay Web Services Manual Version: <1.3>
C#/ASP.NET Edition Date: <18/03/20(
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generated fran this web service.

INPUT ELEMENTS

| Element | Required ' Type Lengttf Format (alowed charg | Descripton |

Username Yes

Alphanumeric

Username assigned Ifo2Caslfior using this
web serviceAlways required. Only authorised
users can use this web service.

Password Yes

See Flo2Cash Passwor
policy

Password assigned IByo2Caslor using this
web service. Always required. Only authorised
users can use this web service.

CardNumber Yes

String

12-19

Numeric

Credit card number without spaseE.g.
5123456789012346

CardExpiry Yes

String

Numeric

Credit card expiry date in the format of MM
E.g. 0513 for May 2013

CardType Yes

String

Alphanumeric

Credit cardtype. Acceped values are:

a a /¢MasterCard

a = L ¢ Visa Card

a 5 L b g Difers Card

a ! a 9-Agerican Express

= =4 - -9

Note: Only MasterCard and VISA card are available
Flo2CasiMerchant

CardName Yes

String

256
(Max)

I f LK y dzY S NR

Qredit cardholdernamethat appears on the
card. E.g. Mr John Smith

OUTPUT ELEMENTS

Element Type
‘ AddCardResult | String

| Description

The credit card token assigned Bp2Cashused to identifyand locate the details dhis stored
creditcard

POSSIBLE EXCEPTIQSISE APPENDIX A

Exception
Authorisation Exception

' Description
Username and passwodte not correct or the web servidanethod is not available to

you.

CardDetails Exception

Card details passed do not pass the credit card validation.

One DollarAuth Exception

Unable to obtain the $1 authorisation from the card details specified.

3.3 AddCardVithUniqueReferenceMethod
This method is similar to the AddCard method above, however, this method allows an extra field to be stored with the card.

Merchantscan choose to pass an extra identifier, this would be useful in many scenarios such as storing multiple cards for an

individual customerpossibly using their customer id for the unique reference

INPUT ELEMENTS

Flo2Cash Web2Pay Web Services Manual

Version: <1.3>
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Username

Alphanumeric

Username aSS|gned [to2Caslfior using this
web serviceAlways required. Only authorisec
users can use this web service.

Password

Yes

See Flo2Cash Passwor
policy

Password assigned IByo2Caslffior using this
web service. Always required. Only authorise
users can use this web service.

UniqueReference

Yes

String

50

Alphanumeric spaces

Merchants own unique referenagcase
insensitive

CardNumber

Yes

String

12-19

Numeric

Credit card number without space&.g.
5123456789012346

CardExpiry

Yes

String

Numeric

Credit card expiry date in the format of MM
E.g. 0513 for May 2013

CardType

Yes

String

Alphanumeric

Credit cardtype. Accepéd values are:

4 a /cdVasterCard

a = L € Visa Card

a5 L b g Widers Card

a ! a 9-American Express

= = = =

Note: Only MasterCard and VISA card are availak
for Flo2Cas\MFMerchans

CardName

Yes

String

256
(Max)

I f LK y dzY S NX

Qredit cardholdernamethat appears on the
card. E.g. Mr John Smith

OUTPUT ELEMENTS

Element

Type

‘ AddCardResult | String

| Description

The credit card token assigned Bp2Cashused to identifyand locate the details of a stored |

creditcard

POSSIBLE EXCEPTIQSEE APPENDIX A

Exception

Authorisation Exception

Description

Username and passwo@te not correct or the web servidenethod is not available to
you.

CardDetails Exce

ption

Card details passed do not pass the credit card validation.

One DollarAuth Exception

Unable to obtain the $1 authorisation from the card details specified.

3.4 FindCard Method

This method provides the functionality to retrieve the details of a previously stored credit card. In order to retrievel ¢aite
the card tokenprovided byFlo2Caslis required. The details retrieved will be partial and not sufficient to perform a transaction.
The purpose of this method is for displagd informationonly.

INPUT ELEMENTS
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Username Yes String 6 Alphanumeric Username assigned IBfo2Caslior using this web
service Always required. Only authorised users
can use this web service.

Password Yes String See Flo2Cash Passwo| Password assigned Byo2Caslior using this web
policy service. Always required. Only authorised users
can use this web service.
CardToken Yes String 50 Numeric The card token assigned Byo2Cash when the
(Max) card was added.

OUTPUT ELEMENTS

Element _Type

FindCardResult | CardDetails A simple structure containing:

Card Tokem Token identifier for this card

Unique Reference Reference string if one is present for this card

Card Number, Masked: ******xxkxxk 9346

CardTypgada/ ¢ X3 axL{! €2 d&'!'a9-¢X a5Lbow{c¢
Card Name Card lolder name

Card Expirg In the format MMyy

=a =4 -4 —a 8 9

POSSIBLE EXCEPTIQSISE APPENDIX A

Authorisation Exception Username and passwoagte not correct or the web servidenethod is not available to
you.
CardToken Exception Card token passed is not valid or not found.

3.5 ListCards Method

This method provides the functionality to retrieve the details of a previously stored credi.ddrid method will return a list of
all the cards stored for your mercharthe detailsetrieved will be partial and not sufficient to perform a transaction. The
purpose of this method is for displaynd informationonly.

INPUT ELEMENTS

Required  Type | Format (allowed chars)

Username Yes String Alphanumeric Username aSS|gned [Byo2Caslfior using this web
service Always required. Only authorised users
can use this web service.

Password Yes String See Flo2Cash Passwol Password assigned Byo2Casliior using this web
policy service. Always required. Only authorised users
can use this web service.

OUTPUT ELEMENTS

Element Type

ListCardsResult | CardDetails A simple structure containing:

Array 1 Card Tokem Token identifier for this card
Flo2Cash Web2Pay Web Services Manual Version: <1.3>
C#/ASP.NET Edition Date: <18/03/20(
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1 UniqueReference; Reference string if one is present for this card
1 Card Numberg Masked: ********xxxx 2346
T CadTypedaal/ €¢X azxL{!€X da!a9:- -¢x abLb9ow{c¢E
 Card Name Card holder name
1 Card Expirg In the format MMyy

POSSIBLE EXCEPTIQSISE APPENDIX A

Exception Description
Authorisation Exception Username and passwoste not correct or the web servidenethod is not available to
you.

3.6 ListCardsByUniqueReferencMethod

This method provides the functionality to retrieve the details of a previously stored aadi. This method will return a list of
all the cards stored for yaunerchantthat have a unique reference that matches that passEde details retrieved will be partial
and not sufficient to perform a transaction. The purpose of this method idigplayand informationonly.

INPUT ELEMENTS

Username Yes String Alphanumeric Username aSS|gned jo2Caslfior using this
web serviceAlways required. Only authorisec
users can use this web service.

Password Yes String See Flo2Cash Passwo| Password assigned IByo2Caslffior using this
policy web service. Always required. Only authorise
users can use this web service.
UniqueReference  Yes String 50 Alphanumeric spaces | Theunique reference returned cards must

havec case insensitive

OUTPUT ELEMENTS

Element _Type

FindCardResult | CardDetails A simple structure containing:

Card Tokem Token identifier for this card

UniqueReference; Reference string if one is present for this card

Card Number Masked; ****x*¥x*xxkx 2346

CardTypeda/ €¢ X axL{!€X da!a9: -¢z ab5Lb9ow{c¢E
Card Name Card holder name

Card Expiry, In the format MMyy

=A =4 =& —a —a A

POSSIBLE EXCEPTIQSIKSE APPENDIX A

| Exception Description |

Authorisation Exception Username and passworte not correct or the web servidanethod is not available to
you.
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3.7 RemoveCard Method

This method provides the functionality temovethe details of a previously stored credit card. In orderdmovethese details
the card tokenprovided byFlo2Caslis required. Theard details will be removed completely, with no way of reinstating tieem
Please use carefully.

INPUT ELEMENTS

Element Reqwred Type Length _Format (allowed chars)

Username Yes String Alphanumeric Username aSS|gned [fo2Caslfior using this web
service Always required. Only authorised users
can use this web service.

Password Yes String See Flo2Cadhassword | Password assigned Byo2Caslfior using this web

policy service. Always required. Only authorised users
can use this web service.

CardToken Yes String 50 Numeric The card token assigned Byo2Cash when the

(Max) card was added.
OUTPUELELMENTS
| Element | Type | Description
' RemoveCardResul Boolean | True if found and removed |

POSSIBLE EXCEPTIONS

Authorisation Exception Username and passwoagte not correct or the web servidenethod is not available to
you.
CardToken Exception Card token passed is not valid or not found.

4. Recurring Credit Card Interfacing ( Recur2Pay )

4.1 Overview

TheFlo2Cash Recur2Pay service allows merchants to create recurring plans within the Flo2Cash system for autbitistgd re
of acredit card at a set frequency. This web service exposes a few methods that can be used for creating and managing
recurring credit card plans, these include.

CreateRecurringCreditCardPlan
EditRecurringCreditCardPlanAmount
Suspen&ecurringCreditCardPlan
ResumeRecurringCreditCardPlan
CancelRecurringCreditCardPlan

= =4 —a —a -9

Sample C# code for all method can be foumdection 6 towardshe end of this document.

4.2 CreateRecurringCreditCardPlamethod
This method allows a merchant tweate a recurring credit caqglan withinthe Flo2Cash system

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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INPUT ELEMENTS

Length Format (allowed chars)

Username Yes String Alphanumeric Username assigned IBfo2Caslor using
this web serviceAlways required. Only
authorised users can use this web servic

Password Yes String See Flo2Cash Passwor| Password assigned Byo2Caslfior using

policy this web service. Always required. Only
authorised users can use this web servic
Title No String 50 Alphanumeric Mr, Mrs, Ms etc
FirstName No String 256 I £ LIK I y dzY' S N First name(s) of the plan consumer
LastName No String 128 I £ LIK I y dzY S NA Last name of the plan consumer
DOB No DateTime Date of Birth of the plan consumer
Address1 No String 128 I £ LIK I y dzY S NR First Address Line of the plan consumer
Address2 No String 128 I £ LIK I y dzY S NA Second Address Line of the plan consun
Address3 No String 128 I £ LIK I y dzY S NA Third Address Line of the plaonsumer
Suburb No String 50 I £ LK y dzY' S NR Suburb of the plan consumer
City No String 50 I £ LK y dzY S NR City of the plan consumer
CountrylD No Integer CountryID of the plan consumerSee
Appendix B for country codesl12 for NZ
Postcode No String 50 Alphanumeric spaces | Postcode of the plan consumer
TelephoneHome No String 50 Alphanumeric spaces +| Home telephone of the plan consumer
)

TelephoneWork No String 50 Alphanumeric spaces + Work telephone of the plan consumer
X

TelephoneMobile No String 50 Alphanumeric spaces +| Mobile telephone of the plan consumer
X

Fax No String 50 Alphanumeric spaces +| Fax Number of the plan consumer
X

Email No String 128 Email of the plan consumer

CardNumber Yes String 12-19 | Numeric Credit card number without spac&.g.
5123456789012346

CardExpiry Yes String 4 Numeric Credit card expiry date in the format of
MMyy. E.g. 0513 for May 2013

CardType Yes String Alphanumeric Qredit cardtype. Acceped values are:

1 & a/c¢dMasterCard

1 &z L ¢VisaCard

1 &5L b gDBiders Card

T 4! a 9--American Express
Note: Only MasterCard and VISA card are
available forFlo2CasiAMFMerchans

CardName Yes String 256 I £ LK y dzY S NR Qedit cardholdernamethat appears on

(Max) the card. E.g. Mr John Smith

ClientID Yes Integer Flo2Cash Client ID

ClientAccountID Yes Integer Flo2Cash Account ID to link and process
this plans transactions
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C#/ASP.NET Edition Date: <18/03/20(

OFlo2Cash 2010

Pagel8 of 65



Flo2Cash'

SECURE REVENUE CHANNELS Flo2Cash Limited

StartDate Yes DateTime The date the plan must start on. This mu
beinline with the frequency indicated by
FrequencylD.

TerminationDate No DateTime If supplied the plan will process its last
payment on this date. This must be inline
with the frequency indicated by
FrequencylD.

NumberOfPayment No Integer If suppliedthe plan will run for this
number of payments. If you supply a
termination date as well this value will
take precedence.

FrequencylD Yes Integer The frequency at which this plan will
recur. See Appendix C for the different
frequencies

Amount Yes Decimal The amount the each plan transaction w
be charged at

Reference No String 50 Alphanumeric spaces | Merchant reference supplied against eac

b K ¢ HIO@ D@ X transaction
Particular No String 50 Alphanumeric spaces | Merchant particular supplied against eac
b K ¢ HIO@ D@ X transaction
OUTPUT ELEMENTS
| Element Type Description
PlanID This will be the ID of the newly created plan. This is required when using the web service

Integer |

the plan.

POSSIBLE EXCEPTIQSEBE APPENDIX A

Exception | Description

Authorisation Exception

Username and passwos@te not correct or the web service is not available to.you

Plan Details Exception

Plan details passed do not pass the validation

Consumer Detail&xception

Consumedetails passed do not pass the validation

Card Details Exception

Card details passed do not pass the credit card validation

4.3 EditRecurringCreditCardPlanAmouhtethod

This method allows a merchant to edit a recurring credit card plan within the Flo2@si#m The only detail that can be edited
at present is theamount Once successfully changed all transactions against the plan will be made at the new amount.

INPUT ELEMENTS

oment | Required | Type | Lengih

Username Yes String 6 Username assigned IBto2Caslfior using this web servicélways
required. Only authorised users can use this web service.
Password Yes String Password assigned Byo2Caslfior using this web service. Always
required. Only authorised users can use this web service.
PlanID Yes Integer The unique identifier for the plan that requires changing
Flo2Cash Web2Pay Web Services Manual Version: <1.3
C#/ASP.NET Edition Date: <18/03/20(
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| Amount |  Yes | Decimal | | The new chargeable amount for the plan.

OUTPUT ELEMENTS

| Element Type Description
' Result | Boolean | True if the plan was successfully changed

POSSIBLE EXCEPTIQSISE APPENDIX A

Exception ' Description
Authorisation Exception Username and passworte not correct or the web service is not available to.you
Plan DetailsException Plan ID or Amount are invalid

4.4 SuspendRecurringCreditCardPI&fethod

This method allows a merchant to place existingrecurring credit card plan to a suspended stateWhilst suspended, no
payments will be made against the plalfithe plan is resumeghayments will continue from the date the plan is resumed. All
payments occurring during the suspension perawd notmade.

INPUT ELEMENTS

Element Required | Type Lengh Description

Username Yes String 6 Username assigned IBto2Caslfior using this web servicélways
required. Only authorised users can use this web service.

Password Yes String Password assigned Byo2Caslfior using this web service. Always
required. Only authorised users can use this web service.

PlanID Yes Integer The unique identifier for the plan that requires changing.

OUTPUT ELEMENTS

Description
Result Boolean | True if the plan wasuccessfully suspended

POSSIBLE EXCEPTIQSEE APPENDIX A

Exception Description
Authorisation Exception Username and passworte not correct or the web service is not available to.you
Plan Details Exception Plan ID is invalid

4.5 ResumeRecurringCreditCardPlatethod

This method allows a merchant tesume an existing recurring credit card pl&om a suspended stateWhen resumed

successfully the plan will continue to function as normal. Please note that any payments missed whilst the plan was suspended
will not be processed.

INPUT ELEMENTS

Required | Type Description
Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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Username Yes String 6 Username assigned IBto2Caslfior using this web servicélways
required. Only authorised users can use this web service.
Password Yes String Password assigned Byo2Caslfior using this web service. Always
required. Only authorised users can use this web service.
PlanID Yes Integer The unique identifier for the plan that requires changing.

OUTPUT ELEMENTS

| Element Type ' Description
' Result | Boolean | True if the plan wasuccessfully suspended

POSSIBLE EXCEPTIQSISE APPENDIX A

Exception Description
Authorisation Exception Username and passworte not correct or the web service is not available to.you
Plan Details Exception Plan ID is invalid

4.6 CancelRecurringCreditCardPIdethod

This method allows a merchant tancelan existing recurring credit card plarto. Once the plan is successfully cancelled, the
card details will be erased and any payment dates outstanding will be removed. ©hisatibn can not be recovered, please
use carefully.

INPUT ELEMENTS

Required | Type Length Description
6

Username Yes String Username assigned IBto2Caslior using this web servicélways
required. Only authorised users can use this web service.

Password Yes String Password assigned Byo2Caslfior using this web service. Always
required. Only authorised users can use this web service.

PlanID Yes Integer The unique identifier for the plan that requires changing.

OUTPUT ELEMENTS

Element | Type Description
Result Boolean | True if the plan was successfully suspended

POSSIBLE EXCEPTIQSIKSE APPENDIX A

Exception Description

Authorisation Exception Username and passworte not correct or the web service is not available to.you
PlanDetails Exception Plan ID is invalid

5. WSDL

The latest WSDL of the web service can be acquired:from

Live- https://secure.flo2cash.co.nz/ws/paymentws.asmx?wsdl
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Demo- http://demo.flo2cash.co.nz/ws/paymentws.asmx?wsdl
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6. Sample Code (C#)

6.1 ProcessPurchase

using F2CPaymentService; /I Include Web Reference

é
string Username "[username]” ; // Assigned username
string Password "[password]" ; // Assigned password

int  Accountld 620000 ; //Flo2Cash Account ID

decimal  Amount 1.00M; /[Transaction amount

string Reference "Reference"” ; //IMerchant reference

string Particular "Particular" ; /IMerchant particular

"email@email.co.nz"
"5123456789012346"

string Email

string  CardNumber
string  CardType

string CardExpiry

string CardHolderName
string CardCSsC

"222" ; Il'If required

[/Customer email
/I No spaces
"MC"; [/ MC, VISA, DINERS, AMEX
"0513" ; // Format: MMyy
"Mr Test User" ;11 256 chars max

).InnerText;

bool Store Card 0;

try

{
PaymentWS PaymentService = new PaymentW();
TransactionResult result = PaymentService.ProcessPurchase( Username,
Password, Accountld, Amount, Reference, Particular, Email, CardNumber,
CardType, CardExpiry, CardHolderName, CardCSC, StoreCard

}

catch ( SoapException  EXx)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype"
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleN ode( ‘"error/errormessage”
).InnerText;

}

catch ( Exception Ex)

{
/I Handle non SOAP:Fault error

}
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6.2 ProcessAuthorise

using F2CPaymentService;

/I Include Web Reference

é

string Username = "[username]" ; // Assigned username
string Password = "[password]" ; // Assigned password
int  Accountld = 620000 ; //Flo2Cash Account ID

decimal  Amount =1.00M; /[Transaction amount

string Reference = "Reference" ; //Merchant reference
string Particular = "Particular" ; /IMerchant particular
string Email = "email@email.co.nz" ;  //ICustomer email
string  CardNumber = "5123456789012346" ; // No spaces
string  CardType = "MC"; /I MC, VISA, DINERS, AMEX
string CardExpiry = "0513" ; // Format: MMyy

string CardHolderName = "Mr Test User" ; /1256 chars m ax
string CardCSsC = "222" ; [Il'If required

bool Store Card =0;

try

{

PaymentWS PaymentService =

TransactionResult

CardType, CardExpiry, CardHolderName, CardCSC,

catch ( SoapException

{

Ex)

new PaymentW();

result = PaymentService.ProcessAuthorise( Username,
Password, Accountld, Amount, Reference, Particular, Email, CardNumber,

StoreCard  );

XmINode Details = Ex.Detall;

XmlQualifiedName

Code = Ex.Code;

string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
}
catch ( Exception Ex)
{
/I Handle non SOAP:Fault error
}
Flo2Cash Web2Pay Web Services Manual Version: <1.3>
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6.3 ProcessRefund

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]” ; /I Assigned username

string Password = "[password]" ; // Assigned password

string  OrigTx = "P0811000000 00000" ; //Original Transaction ID

decimal  Amount =1.00M; /[Transaction amount

string Reference = "Reference" ; //Merchant reference

string Particular = "Particular" ; /IMerchant particular

string Email = "email@email.co.nz" ;  //ICustomer email

try

{
PaymentWS PaymentService = new PaymentW();
TransactionResult result = PaymentService.ProcessRefund( Username,
Password, OrigTx, Amount, Reference, Particular, Email );

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;

}

catch ( Exception Ex)

{
/I Handle non SOAP:Fault error

}
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6.4 ProcessCapture

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username

string Password = "[password]" ; // Assigned password

string  OrigTx = "P0811000000 00000" ; //Original Transaction ID

decimal  Amount =1.00M; /[Transaction amount

string Reference = "Reference" ; //Merchant reference

string Particular = "Particular" ; /IMerchant particular

string Email = "email@email.co.nz" ; /ICustomer  emall

try

{
PaymentWS PaymentService = new PaymentW();
TransactionResult result = PaymentService.ProcessCapture( Username,
Password, OrigTx, Amount, Reference, Particular, Email );

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;

}

catch ( Exception Ex)

{
/I Handle non SOAP:Fault error

}
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6.5 ProcessPurcha®&yToken

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username

string Password = "[password]" ; // Assigned password

int  Accountld = 620000 ; //Flo2Cash Account ID

decimal  Amount =1.00M; /[Transaction amount

string Reference = "Reference" ; //Merchant reference

string Particular = "Particular" ; /IMerchant particular

string Email = "email@email.co.nz" ;  //ICustomer email

string  CardToken = "512345678" ; // Token for card to use

try

{
PaymentWS PaymentService = new PaymentW();
TransactionResult result = PaymentService.ProcessPurchaseByToken( Username,
Password, Accountld, Amount, Reference, Particular, Email, CardToken );

}

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerTex t;

}

catch ( Exception Ex)

{
/l Handle non SOAP:Fault error

}
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6.6 ProcessAuthoriseByToken

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username

string Password = "[password]" ; // Assigned password

int  Accountld = 620000 ; //Flo2Cash Account ID

decimal  Amount =1.00M; /[Transaction amount

string Reference = "Reference" ; //Merchant reference

string Particular = "Particular" ; /IMerchant particular

string Email = "email@email.co.nz" ;  //ICustomer email

string  CardToken = "512345678" ; // Token for card to use

try

{
PaymentWS PaymentService = new PaymentW();
TransactionResult result = PaymentService.ProcessAuthoriseByToken(
Username, Password, Accountld, Amount, Reference, Particular, Email,
CardToken);

catch ( SoapException  Ex)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string Actor = Ex.Act or;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;

}

catch ( Exception Ex)

{
/l Handle non SOAP:Fault error

}
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6.7 AddCard

using F2CPaymentService; /I Include Web Reference

é

string Username

string  Password

string ~ CardNumber
string  CardType

string  CardExpiry

string CardHolderName

try
{

PaymentWS PaymentService =

string F2CCardToken = PaymentService.AddCard( Username, Password,

"[username]” ; // Assigned username
"[password]" ; // Assigned password
"5123456789012346" ; /I No spaces

"MC"; // MC, VISA, DINERS, AMEX
"0513" ; // Format: MMyy
"Mr Test User" ;11 256 chars max

new PaymentW();

CardNumber, CardExpiry, CardType, CardHolderName );

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
}
catch ( Exception EX)
{
/l Handle non SOAP:Fault error
}
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6.8 AddCardVithUniqueReference

using
é

string
string
string
string
string
string
string

try
{

F2CPaymentService; /I Include Web Reference

Username = "[username]" ; // Assigned username
Password = "[password]" ; // Assigned password
UniqueReference = "TESTREF"; // Unique Reference 50 chars
CardNumber = "5123456789012346" ; // No spaces
CardType = "MC"; /I MC, VISA, DINERS, AMEX
CardExpiry = "0513" ; // Format: MMyy
CardHolderName = "Mr Test User" ;11 256 chars max
PaymentWS PaymentService = new PaymentW();

max

string F2CCardToken = PaymentService.AddCardWithUniqueReference( Username,
Password, UnigueReference, CardNumber, CardExpiry, CardType, CardHolderName

);

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage"
).InnerText;
}
catch ( Exception Ex)
{
/l Handle non SOAP:Fault error
}
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6.9 FindCard

using F2CPaymentService; /I Include Web Reference

é
string Username = "[username]” ; /I Assigned username
string Password = "[password]" ; // Assigned password
string ~ CardToken = "123456789"
try
{
PaymentWS PaymentService = new PaymentW();
carddetails Card = PaymentService.FindCard( Username, Password, CardToken
);
string  CardToken = Card.cardtoken;
string ~ CardNumber = Card.cardnumber; Il Masked: *rkkkrikk - 2346
string  CardName = Card.cardname;
string CardExpiry = Card.cardexpiry; /I Format: MMyy
string CardType = Card.cardtype; /I MC, VISA, DINERS, AMEX

catch ( SoapException  EX)

XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;

string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage"
).InnerText;
}
catch ( Exception EX)
{
/l Handle non SOAP:Fault error
}
Flo2Cash Web2Pay Web Services Manual Version: <1.3
C#/ASP.NET Edition Date: <18/03/20(

OFlo2Cash 2010 Page31 of 65



Flo2Cash'

SECURE REVENUE CHANNELS Flo2Cash Limited

6.10 ListCards

using

e

string
string

try
{

F2CPaymentService; /I Include Web Reference

Username = "[username]" ; // Assigned username
Password = "[password]" ; // Assigned password
PaymentWS PaymentService = new PaymentW();

carddetails [] Cards = PaymentService.ListCards( Username, Password );

for ( int i=0;i< Cards.Length; i++)
{
string  CardToken = Cards]i].cardtoken;
string ~ CardNumber = Cards][i].cardnumber; Il Masked: *rkkkrikk - 2346
string  CardName = Cards[i] .cardname;
string CardExpiry = Cards|i] .cardexpiry; /I Format: MMyy
string CardType = CardsJi] .cardtype; /I MC, VISA, DINERS, AMEX
}
catch ( SoapException  EXx)
{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string  ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage"
).InnerText;
}
catch ( Exception Ex)
{
/l Handle non SOAP:Fault error
}
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6.11 ListCardsByniqueReference

using F2CPaymentService; /I Include Web Reference

e

string Username
string  Password

string  UniqueReference

try
{

"[username]” ; // Assigned username
"[password]" ; // Assigned password
"TESTREF"; // Unique Reference

PaymentWS PaymentService = new PaymentW();

carddetails

Cards = PaymentService.ListCardsByUniqueReference( Username,

Password, UnigueReference );

for ( int i=0;i<Cards.Length;i++)
{
string  CardToken = Cards]i].cardtoken;
string CardNumber = CardsJi].cardnumber; Il Masked: **¥rxkkrkiik - 2346
string CardName = Cardsi] .cardname;
string CardExpiry = CardsJi] .cardexpiry; /l Format: MMyy
string  CardType = Cards]i ] .cardtype; I MC, VISA, DINERS, AMEX
}
catch ( SoapException Ex)
{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
}
catch ( Exception Ex)
{
/l Handle non SOAP:Fault error
}
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6.12 RemoveCard

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username

string Password = "[password]" ; // Assigned password

string ~ CardToken = "123456789"

try

{
PaymentWS PaymentService = new PaymentW();
bool Result = PaymentService.RemoveCard( Username, Password, CardToken );

}

catch ( SoapException  EX)

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingleNode( "error/errortype” ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;

}

catch ( Exception Ex)

{
/l Handle non SOAP:Fault error

}

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
C#/ASP.NET Edition Date: <18/03/20(

OFlo2Cash 2010 Page34 of 65

Flo2Cash Limited




Flo2Cash'

SECURE REVENUE CHANNELS

Flo2Cash Limited

6.13 CreateRecurringCreditCardPlan

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username

string Password = "[password]" ; /I Assigned password

RecurringCardPlan FullPlan = new RecurringCardPlan 0;

try

{
/I Plan consumer details
FullPlan.Title = "Mrs" ; /I Consumer Title
FullPlan.FirstName = "Test" ; /I Consumer First Name(s)
FullPlan.LastName = "Consumer" ; [/ Consumer Last Name
FullPlan.DOB = new DateTime (1980, 1, 1); /I Consumer DOB
FullPlan.Address1 = "Address1" ; // Consumer Address Line 1
FullPlan.Address?2 = "Address2" ; // Consumer Address Line 2
FullPlan.Address3 = "Address3" ; [/ Consumer Address Line 3
FullPlan.Suburb = "Albany" ; // Consumer Suburb
FullPlan.City = "Auckland" ; // Consumer City
FullPlan.CountryID = 112; /Il New Zealand i See Appendix B
FullPlan.Postcode = "1000" ; /I Consumer Postcode
FullPlan.TelephoneHome = "09 000 0000" ; // Consumer Home Tel
FullPlan.TelephoneWork = "09 000 0001" ; // Consumer Work Tel
FullPlan.TelephoneMobile = "021 000 0000" ; // Consumer Mobile
FullPlan.Fax = "09 000 0002" ; [/ Consumer Fax Number
FullPlan.Email = "email@email.com” ; // Consumer Email
/I Plan consumer details
FullPlan.CardName = " Mr Test Consumer "; [/ 256 chars max
FullPlan.CardNumber = "5123456789012346 "; /I No spaces
FullPlan.CardExpiry = "0513" /I Format: MMyy
FullPlan.CardType = "MC" /I MC, VISA, DINERS, AMEX
/I Plan details
FullPlan.Amount = 10.00M ; // Amount to be charged
FullPlan.Clientld = 20000; // Flo2Cash Client ID
FullPlan.ClientAccountld = 620000 ; // Flo2Cash Account ID
FullPlan.Frequencyld = 7; 1/ See Appendix C
/I FullPlan.NumberOfPayment = 10;
/IFullPlan.terminationdate = new DateTime( 2008, 12, 25) X
FullPlan.StartDate = new DateTime (2008, 11, 25) ;
FullPlan.Particular = "Reference "; // Merchant Reference
FullPlan.Reference = " Particular " |/ Merchant Particular
PaymentWS PaymentService = new PaymentW();

int  result = PaymentService.CreateRecurringCreditCardPlan( Username,
Password, FullPlan );

catch ( SoapException  Ex)

{
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XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;

string ErrorType = Details.SelectSingleNode( "error/errortype” ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
}
catch ( Exception EXx)
{
/I Handle non SOAP:Fault error
}
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6.14 EditRecurringCardPlanAmount

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username
string Password = "[password]" ; // Assigned password
int  PlanID =1234;

decimal  Amount =15.00M;

try

{

PaymentWS PaymentService =

bool result = PaymentService.EditRecurringCreditCardPlanAmount( Username,

Password, PlanID, Amount );

catch ( SoapException Ex)

{
XmINode Details = Ex.Detail;

new PaymentW();

XmlQualifiedName Code = Ex.Code;

string  Actor = Ex.Actor;

string ErrorType = Details.SelectSingleNode( "error/errortype" ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
catch ( Exception Ex)
{
/I Handle non SOAP:Fault error
}
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6.15 SuspendRecurringCardPlan

using F2CPaymentService; /I Include Web Reference

é

string Username = "[username]" ; // Assigned username
string Password = "[password]" ; // Assigned password
int  PlanID =1234;

try

{

PaymentWS PaymentService =

bool result = PaymentService.SuspendRecurringCreditCardPlan ( Username,

Password, PlanID );

catch ( SoapException  EX)

new PaymentW();

{
XmINode Details = Ex.Detail;
XmlQualifiedName Code = Ex.Code;
string  Actor = Ex.Actor;
string ErrorType = Details.SelectSingle Node( "error/errortype” ).InnerText;
string ErrorNumber = Details.SelectSingleNode( "error/errornumber"
).InnerText;
string ErrorMessage = Details.SelectSingleNode( "error/errormessage”
).InnerText;
}
catch ( Exception Ex)
{
/l Handle non SOAP:Fault error
}
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6.16 ResumeRecurringCardPlan

using
é
string
string
int

try
{

bool result = PaymentService.ResumeRecurringCreditCardPlan ( Username,

Password, PlanID );

catch ( SoapException  EX)

{

catch

XmINode Details = Ex.Detail;

XmlQualifiedName Code = Ex.Code;

string  Actor = Ex.Actor;

string  ErrorType = Details.SelectSingleNode(
string ErrorNumber = Details.SelectSingleNode(
).InnerText;

string ErrorMessage = Details.SelectSingleNode(
).InnerText;

( Exception  Ex)

/I Handle non SOAP:Fault error

F2CPaymentService; /I Include Web Reference
Username = "[username]" ; // Assigned username
Password = "[password]" ; // Assigned password
PlanID =1234;
PaymentWS PaymentService = new PaymentW();

"error/errortype”

).InnerText;

"error/errornumber"

"error/errormessage”
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6.17 CancelRecurringCardPlan

using
é
string
string
int

try
{

Password, PlanID );

catch ( SoapException  EX)

{

catch

XmINode Details = Ex.Detail;

XmlQualifiedName Code = Ex.Code;

string  Actor = Ex.Actor;

string  ErrorType = Details.SelectSingleNode(
string ErrorNumber = Details.SelectSingleNode(
).InnerText;

string ErrorMessage = Details.SelectSingleNode(
) .InnerText;

( Exception  Ex)

/I Handle non SOAP:Fault error

"error/errortype”

F2CPaymentService; /I Include Web Reference
Username = "[username]" ; // Assigned username
Password = "[password]" ; // Assigned password
PlanID =1234;
PaymentWS PaymentService = new PaymentW();
bool result = PaymentService. Cancel RecurringCreditCardPlan ( Username,

).InnerText;

"error/errornumber"

"error/errormessage”
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7. SOAP REQUESTS AND RESPONSE
7.1 ProcessPurchase

7.1.1 SOARRequest

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessPurchase”

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLS chema"

xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ProcessPurchase xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Accountld>int</Acc ountld>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Email>string</Email>
<CardNumber>string</CardNumber>
<CardType>string</CardType>
<CardExpiry>string</CardExpiry>
<CardHolderName>string</CardHolderName>
<CardCSC>string</CardCSC>
<StoreCard>boolean</StoreCard>
</ProcessPurchase>
</soap:Body>
</soap:Envelope>

7.1.2 SOARResponse

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"*>
<soap:Body>
<ProcessPurchaseResponse xm  Ins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<transactionresult>
<Transactionld>string</Transactionld>
<OriginalTransactionld>string</OriginalTransactionld>
<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISA TION or CAPTURE</Type>
<Accountld>int</Accountld>
<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>
<ReceiptNumber>long</ReceiptNumber>
<AuthCode>string</AuthCode>
<Amount>decimal</Amount>
<Reference>string </Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string</CardToken>
</transactionresult>
</ProcessPurchaseResponse>
</soap:Body>
</soap:Envelope>
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7.2 ProcessAuthorise

7.2.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessAuthorise"

<?xml version="1.0" encoding="utf -8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ProcessAuthorise xmins="http://www flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Accountld>int</Accountld>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Email>string</Email>
<CardNumber>string</CardNumber>
<CardType>string</CardType>
<CardExpiry>string</CardExpiry>
<CardHolderName>string</CardHolderName>
<CardCSC>string</CardCSC>
<StoreCard>boolean</StoreCard>
</ProcessAuthorise>
</soap:Body>
</soap:Envelope>

7.2.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf - 8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<ProcessAuthoriseResponse xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<transactionresult>
<Transactionld>string</Transactionld>
<OriginalTransactionld>string</OriginalTransactionld>
<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISATION or CAPTURE</Type>
<Accountld>int</Accountld>
<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>
<ReceiptNumber>long</ReceiptNumber>
<AuthCode>string</AuthCode>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string</CardToken>
</transactionresult>
</ProcessAuthoriseResponse>
</soap:Body>
</soap:Envelope>
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7.3 ProcessRefund
7.3.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessRefund"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ProcessRefund xmiIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string<  /Password>
<OriginalTransactionld>string</OriginalTransactionld>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Email>string</Email>
</ProcessRefund>
</soap:Body>
</soap:Envelope>

7.3.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>

<soap:Body>
<ProcessRefundResponse xmlns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<transactionresult>
<Transactionld>string</Transactionld>
<OriginalTrans  actionld>string</OriginalTransactionld>
<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISATION or CAPTURE</Type>
<Accountld>int</Accountld>
<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>
<ReceiptNumber>long</ReceiptNum ber>
<AuthCode>string</AuthCode>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string<  /CardToken>
</transactionresult>
</ProcessRefundResponse>
</soap:Body>
</soap:Envelope>
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7.4 ProcessCapture

7.4.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1
Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf
Content - Length: length

-8

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessCapture"

<?xml version="1.0" encoding="utf

-8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http: /Ischemas.xmlsoap.org/soap/envelope/">

<soap:Body>

- instance"

<ProcessCapture xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>

<Password>string</Password>

<OriginalTransactionld>string</OriginalTrans

<Amount>decimal</Amount>

<Reference>string</Reference>

<Particular>string</Particular>
<Email>string</Email>
</ProcessCapture>
</soap:Body>
</soap:Envelope>

7.4.2 SOAP Response
HTTP/1.1 200 OK

Content - Type: text/xml; charset=utf -8

Content - Length: length

<?xml version="1.0" encoding="utf

-8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>

<soap:B ody>

<ProcessCaptureResponse xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">

<transactionresult>

<Transactionld>string</Transactionld>
<OriginalTransactionld>string</OriginalTransactionld>

<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISATION or CAPTURE</Type>

<Accountld>int</Accountld>

<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>

<ReceiptNumber>long</ReceiptNumber>
<AuthCode>string</AuthCode>
<Amount>decimal </Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string</CardToken>

</transactionresult>
</ProcessCaptureResponse
</soap:Body>
</soap:Envelope>

>

actionld>

- instance"
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7.5 ProcessPurchaseByToken

7.5.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:  "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessPurchaseByToken"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ProcessPurchaseByToken xmlns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Accountld>int</Acc ountld>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Email>string</Email>
<CardToken>string</CardToken>
</ProcessPurchaseByToken>
</soap:Body>
</soap:Envelope>

7.5.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf - 8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schema s.xmlsoap.org/soap/envelope/">
<soap:Body>
<ProcessPurchaseByTokenResponse
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<transactionresult>
<Transactionld>string</Transactionld>
<OriginalTransactionld>string< /OriginalTransactionld>
<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISATION or CAPTURE</Type>
<Accountld>int</Accountld>
<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>
<ReceiptNumber>long</ReceiptNumber>
<AuthCode>string</AuthCode>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string</CardToken>
</transactionresult>
</ProcessPurchaseByTokenResponse>
</soap:Body>
</soap:Envelope>
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7.6 ProcessAuthoriseByToken

7.6.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/ProcessAuthoriseByToken"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:so ap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<ProcessAuthoriseByToken xmlns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Accountld>int</Accountld>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Email>string</Email>
<CardToken>string</CardToken>
</ProcessAuthoriseByToken>
</soap:Body>
</soap:Envelope>

7.6.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoa p.org/soap/envelope/">
<soap:Body>
<ProcessAuthoriseByTokenResponse
xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<transactionresult>
<Transactionld>string</Transactionld>
<OriginalTransactionld>string< /OriginalTransactionld>
<Type>UNASSIGNED or PURCHASE or REFUND or AUTHORISATION or CAPTURE</Type>
<Accountld>int</Accountld>
<Status>UNASSIGNED or SUCCESSFUL or FAILED</Status>
<ReceiptNumber>long</ReceiptNumber>
<AuthCode>string</AuthCode>
<Amount>decimal</Amount>
<Reference>string</Reference>
<Particular>string</Particular>
<Message>string</Message>
<CardStored>boolean</CardStored>
<CardToken>string</CardToken>
</transactionresult>
</ProcessAuthoriseByTokenResponse>
</soap:Body>
</soap:Envelope>
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7.7 AddCard
7.7.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:  "http://www.flo2cash.co.nz/webservices/paymentwebservice/AddCard"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.o rg/soap/envelope/">
<soap:Body>
<AddCard xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<CardNumber>string</CardNumber>
<CardExpiry>string</CardExpiry>
<CardType>string</CardType>
<CardName>string</CardName>

</AddCard>
</soap:Body>
</soap:Envelope>

7.7.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf
Content - Length: length

<?xml version="1.0" encoding="utf

-8

-8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>

<soap:Body>

<AddCardResponse xmins="http://www.flo2cash.co.nz/webservices/payment

<AddCardResult>string</AddCardResult>

</AddCardResponse>
</soap:Body>
</soap:Envelope>

- instance"

webservice">
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7.8 AddCardwVithUniqueReference

7.8.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/AddCardWithUniqueReference"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.or 9/2001/XMLSchema"

xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<AddCardWithUniqueReference xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<UniqueReference>string</UnigueReference>
<CardNumber>string</CardNumber>
<CardExpiry>string</CardExpiry>
<CardType>string</CardType>
<CardName>string</CardName>
</AddCardWithUniqueReference>
</soap:Body>
</soap:Envelope>

7.8.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<AddCardWithUniqueReferenceResponse
xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<AddCardWithUniqueReferenceResult>string</AddCardWithUniqueReferenceResult>
</AddCardWithUniqueReferenceResponse>
</soap:Body>
</soap:Envelope>
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7.9 FindCard

7.9.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:  "http://www.flo2cash.co.nz/webservices/paymentwebservice/FindCard"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap. org/soap/envelope/">
<soap:Body>
<FindCard xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<CardToken>string</CardToken>
</FindCard>
</soap:Body>
</soap:Envelope>

7.9.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<FindCardResponse xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<FindCardResult>
<cardtoken>string</card token>
<carduniquereference>string</carduniquereference>
<cardnumber>string</cardnumber>
<cardtype>string</cardtype>
<cardname>string</cardname>
<cardexpiry>string</cardexpiry>
</FindCardResult>
</FindCardR esponse>
</soap:Body>
</soap:Envelope>

Flo2Cash Web2Pay Web Services Manual Version: <1.3>
C#/ASP.NET Edition Date: <18/03/20(
OFlo2Cash 2010 Page49 of 65



Flo2Cash'

SECURE REVENUE CHANNELS

Flo2Cash Limited

7.10 ListCards

7.10.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8
Content - Length: length

SOAPAction:  "http://www.flo2cash.co.nz/webservices/paymentwebservice/ListCards"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:soap="http://schemas.xmlsoap .org/soap/envelope/">

<soap:Body>

- instance"

<ListCards xmiIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">

<Username>string</Username>
<Password>string</Password>
</ListCards>
</soap:Body>
</soap:Envelope>

7.10.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"

xmins:soap="http://schema s.xmlsoap.org/soap/envelope/">

<soap:Body>

<ListCardsResponse xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">

<ListCardsResult>
<carddetails>
<cardtoken>string</cardtoken>

<carduniquereference>string </carduniquereference>

<cardnumber>string</cardnumber>
<cardtype>string</cardtype>
<cardname>string</cardname>
<cardexpiry>string</cardexpiry>
</carddetails>
<carddetails>
<cardtoken>string< /cardtoken>

<carduniquereference>string</carduniquereference>

<cardnumber>string</cardnumber>
<cardtype>string</cardtype>
<cardname>string</cardname>
<cardexpiry>string</cardexpiry>
</carddetails>
</ListCardsResult>
</ListCardsResponse>
</soap:Body>
</soap:Envelope>

- instance"
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7.11 ListCardsByUniqueReference

7.11.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8
Content - Length: length

SOAPAction:  "http://www.flo2cash.co.nz/webservices/paymentwebservice/ListCardsByUniqueReference"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http: /Ischemas.xmlsoap.org/soap/envelope/">
<soap:Body>

<ListCardsByUniqueReference xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">

<Username>string</Username>
<Password>string</Password>
<UniqueReference>string< /UniqueReference>
</ListCardsByUniqueReference>
</soap:Body>
</soap:Envelope>

7.11.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope  xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<ListCardsByUniqueReferenceResponse
xmIns="http://www.flo2cash.co.nz/webservices/pa ymentwebservice">
<ListCardsByUniqueReferenceResult>
<carddetails>
<cardtoken>string</cardtoken>
<carduniquereference>string</carduniquereference>
<cardnumber>string</cardnumber>
<cardtype>string< [/cardtype>
<cardname>string</cardname>
<cardexpiry>string</cardexpiry>
</carddetails>
<carddetails>
<cardtoken>string</cardtoken>
<carduniquereference>string</carduniquereference>
<cardnumbe r>string</cardnumber>
<cardtype>string</cardtype>
<cardname>string</cardname>
<cardexpiry>string</cardexpiry>
</carddetails>
</ListCardsByUniqueReferenceResult>
</ListCardsByUniqueReferenceResponse>
</soap: Body>
</soap:Envelope>
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7.12 RemoveCard

7.12.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/RemoveCard"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<RemoveCard xmIns="http://www. flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<CardToken>string</CardToken>
</RemoveCard>
</soap:Body>
</soap:Envelope>

7.12.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"7>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"*>
<soap: Body>
<RemoveCardResponse xmIns="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<RemoveCardResult>boolean</RemoveCardResult>
</RemoveCardResponse>
</soap:Body>
</soap:Envelope>
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7.13 CreateRecurringCreditCardPlan

7.13.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1

Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8
Content - Length: length

SOAPAction: "http://www.flo2cash.co.nz/webservices/paymentwebservice/CreateRecurringCreditCardPlan"

<?xml version="1.0" encoding="utf -8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmlins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>

<soap:Body>
<CreateRecurringCreditCardPlan xmIns="http://www.flo2cash.co.nz/webser

<Username>string</Username>

<Password>string</Password>

<PlanDetails>
<Title>string</Title>
<FirstName>string</FirstName>
<LastName>string</LastName>
<DOB>dateTime</DOB>
<Address1>string</Address1>
<Address2>string</Address2>
<Address3>string</Address3>
<Suburb>string</Suburb>
<City>string</City>
<CountrylD>int</CountrylD>
<Postcode>string</Postcode>
<TelephoneHome>str ing</TelephoneHome>
<TelephoneWork>string</TelephoneWork>
<TelephoneMobile>string</TelephoneMobile>
<Fax>string</Fax>
<Email>string</Email>
<CardName>string</CardName>
<CardNumber>string</CardNumber>
<CardExpiry>string</CardExpiry>
<CardType>string</CardType>
<Clientld>int</Clientld>
<ClientAccountld>int</ClientAccountld>
<StartDate>dateTime</StartDate>
<TerminationDate>dateTime</TerminationDate>
<NumberOfPayment>int</NumberOfPayment>
<Frequencyld>int</Frequencyld>
<Amount>decimal</Amount>
<Particular>string</Particular>
<Reference>string</Reference>

</PlanDetails>

</CreateRecurringCreditCardPlan>
</soap:Body>
</ soap:Envelope>

7.13.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<CreateRecurringCreditCardPlanResponse
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">

vices/paymentwebservice">

- instance"

<CreateRecurringCreditCardP lanResult>int</CreateRecurringCreditCardPlanResult>

</CreateRecurringCreditCardPlanResponse>
</soap:Body>
</soap:Envelope>
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7.14 EditRecurringCardPlanAmount

7.14.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1
Host: demo.flo2cash.co.nz

Content - Type: text/xml; cha rset=utf -8
Content - Length: length
SOAPAction:

"http://www.flo2cash.co.nz/webservices/paymentwebservice/EditRecurringCreditCardPlanAmount"

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd  ="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<EditRecurringCreditCardPlanAmount
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Planld>int</Planld>
<Amount>decimal</Amount>
</EditRecurringCreditCardPlanAmount>
</soap:Body>
</soap:Envelope>

7.14.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<EditRecurringCreditCardPlanAmount Response
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">

- instance"

- instance"

<EditRecurringCreditCardPlanAmountResult>boolean</EditRecurringCreditCardPlanAmountResult>

</EditRecurringCreditCardPlanAmountResponse>
</soap:Body>
</soap:Envelope>
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7.15 SuspendRecurringCardPlan
7.15.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1
Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:
"http://www.flo2cash.co.nz/webservices/paymentwebservice/SuspendRecurringCreditCardPlan”
<?xml version="1.0" encoding="utf -8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="h ttp://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<SuspendRecurringCreditCardPlan
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Planld>int</Planld>
</SuspendRecurringCreditCardPlan>
</soap:Body>
</soap:Envelope>

7.15.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf - 8"?>
<soap:Envelope  xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<SuspendRecurringCreditCardPlanResponse
xmins="http://www.flo2cash.co.nz/webservice s/paymentwebservice">
<SuspendRecurringCreditCardPlanResult>boolean</SuspendRecurringCreditCardPlanResult>
</SuspendRecurringCreditCardPlanResponse>
</soap:Body>
</soap:Envelope>
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7.16 ResumeRecurringCardPlan

7.16.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1
Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:
"http://www.flo2cash.co.nz/webservices/paymentwebservice/ResumeRecurringCreditCardPlan"
<?xml version="1.0" encoding="utf -8"?>

<soap:Envelope xmins :xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<ResumeRecurringCreditCardPlan
xmins="http://www.flo2cash.co.nz/webservices/paymentwebse rvice">
<Username>string</Username>
<Password>string</Password>
<Planld>int</Planld>
</ResumeRecurringCreditCardPlan>
</soap:Body>
</soap:Envelope>

7.16.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf - 8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"*>
<soap:Body>
<ResumeRecurringCred  itCardPlanResponse
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<ResumeRecurringCreditCardPlanResult>boolean</ResumeRecurringCreditCardPlanResult>
</ResumeRecurringCreditCardPlanResponse>
</soap:Body>
</soap:Envelope>
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7.17 CancelRecurringCardPlan
7.17.1 SOAP Request

POST /ws/paymentws.asmx HTTP/1.1
Host: demo.flo2cash.co.nz

Content - Type: text/xml; charset=utf -8

Content - Length: length

SOAPAction:
"http://www.flo2cash.co.nz/webservices/paymentwebservice/CancelRecurringCreditCardPlan”
<?xml version="1.0" encoding="utf -8"?>

<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<CancelRecurringCreditCardP lan
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">
<Username>string</Username>
<Password>string</Password>
<Planld>int</Planld>
</CancelRecurringCreditCardPlan>
</soap:Body>
</soap:Envelope>

7.17.2 SOAP Response

HTTP/1.1 200 OK
Content - Type: text/xml; charset=utf -8
Content - Length: length

<?xml version="1.0" encoding="utf -8"?>
<soap:Envelope xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schema s.xmlsoap.org/soap/envelope/'>
<soap:Body>
<CancelRecurringCreditCardPlanResponse
xmins="http://www.flo2cash.co.nz/webservices/paymentwebservice">

<CancelRecurringCreditCardPlanResult>boolean</CancelRecurringCreditCardPlanResult>

</CancelRecurringCreditCardPlanResponse>
</soap:Body>
</soap:Envelope>
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8. Appendix A — Payment Web Service Exceptions

Below is a complete list of all exceptions that can be generated by the Flo2Cash Payment Web Brecéptons are in the

SOAP Fauformat ( You can use the SoapException class if your a using .NET ). When an exception is raised the Actor, Code anc
Details elements of the SOAP Fault are populafBae Actor will contain a string denoting the method with which the exception

took place The Code will denote whether the fault was of the Server or Client ( Consuhimer details nodeontains an XML

node. Theschema is as follows:

Details Node Schema

<xs:complexType name="error ">
<xs:sequence >
<xs:element minOccurs ="1" maxOccurs =" 1" name="errortype
<xs:element  minOccurs ="1" maxOccurs ="1" name="errornumber
<xs:element minOccurs ="1" maxOccurs =" 1" name="errormessage
</ xs:sequence >
</ xs:complexType >

type ="xs:string " />
" type ="xs:string " />
type ="xs:string " />

The errortype element will contain one of the following denoting the type of exception:
AUTHENTICATION T Occurred whilst authenticatg the service consumer
PARAMETER Occurred whilst validating a parameter passed to the service
SERVICE i Occurred while processing the request
UNSPECIFIED i Occurred unexpectedly Contact Flo2Cash

The errornumber element will contain a unique number to identify the ergme table below.

The errormessage element will contain a description eféhror. See table below.

All Exceptions

Details/errornumber | Details/errormessage

-1 Unspecified Error - Contact Flo2Cash
1000 Card number must contain a value
1001 Card number must be all digits
1002 Card number must be a valid credit card number
1003 Card holder name must contain a value and be 256 characters or less
in length
1004 Card expiry must be in the correct format: MMyy
1005 Card expiry must only contain digits and be in the format: MMyy
1006 Card expiry must be in the future
1007 Card type must contain one of the following values: MC, VISA, AMEX,
DINERS
1008 Card type must be correct for the card number given
1009 Aggregator merchants may only transact with VISA or MasterCard
1010 Card CSC must be 3 or 4 digits in length
1011 A one dollar authorisation failed using the supplied card details
1012 The supplied Unique Reference must be 50 characters or less
1013 You must supply a Unique Reference
2000 Card token not found
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2001 Card token is currently used/linked to other services, please use
the merchant console to manage this token
3000 Authentication error. Username and/or Password are incorrect
3001 Authentication error. Service restricted or unavailable
3002 Authentication error. Web2Pay channel must be subscribed t 0, please
contact Flo2Cash
3003 Authentication error. Merchant account is inactive
3004 Authentication error. This method is unavailable, possible causes
are that the channel or service to which it belongs is not currently
subscribed.
4000 Flo2Cash Account ID is invalid
4001 Account Name must contain a value and be no more than 50 characters
in length
4002 Bank Code must contain a value and has 2 digits in length
4003 Branch Code must contain a value and has 4 digits in length
4004 Account Code  must contain a value and be no more than 7 digits in
length
4005 Suffix Code must contain a value and be no more than 3 digits in
length
4006 Amount must be positive
4007 Total Amount must be greater than the sum of Amount and the cost of
the transactio n
4008 Reference must be no more than 10 characters in length
4009 Particular must be no more than 10 characters in length
4010 An error occured whilst processing the credit card transaction
4011 An error occured whilst processing the direct credit transaction
5000 Payment Flo2Cash Account ID is invalid
5001 Reference must be no more than 50 characters in length
5002 Particular must be no more than 50 characters in length
5003 Payment Amount must be positive
5004 Email Address must be a valid email
5005 Original transaction not found
5006 Original transaction invalid
5007 An error occured whilst processing your transaction, please contact
Flo2Cash
5008 An error occured whilst processing your refund, please contact
Flo2Cash
5009 Total amoun t captured can not exceed the original authorisation
amount
5010 Payment type must be 0 for purchase and 1 for authorisation
5011 Payment type selected is not valid for the Flo2Cash Account ID
passed
6000 Consumer email address is not a valid email
6001 Plan start date must be after today
6002 Plan frequency must be one of the accepted values, please consult
the payment web service integration manual
6003 Plan start date must be the last business day for the frequency
selected
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6004 Consumer Title is invalid, please consult the payment web service
integration manual for length and format rules
6005 Consumer First Name(s) is invalid, please consult the payment web
service integration manual for length and format rules
6006 Consumer Last Name is inv alid, please consult the payment web
service integration manual for length and format rules
6007 Consumer Address1 is invalid, please consult the payment web service
integration manual for length and format rules
6008 Consumer Address? is invalid, please consult the payment web service
integration manual for length and format rules
6009 Consumer Address3 is invalid, please consult the payment web service
integration manual for length and format rules
6010 Consumer Suburb is invalid, please consult the payment web service
integration manual for length and format rules
6011 Consumer City is invalid, please consult the payment web service
integration manual for length and format rules
6012 Consumer Postcode is invalid, please consult the payment web serv ice
integration manual for length and format rules
6013 Consumer Home Telephone is invalid, please consult the payment web
service integration manual for length and format rules
6014 Consumer Work Telephone is invalid, please consult the payment web
serv ice integration manual for length and format rules
6015 Consumer Mobile Telephone is invalid, please consult the payment web
service integration manual for length and format rules
6016 Consumer Fax Number is invalid, please consult the payment web
servic e integration manual for length and format rules
6017 Consumer Email too long, please consult the payment web service
integration manual
6018 Termination date provided is incorrect for the frequency selected
6019 Number of Payments must be a positive integer
6020 Amount must be a positive value
6021 Reference field is too long, please consult the payment web service
integration manual
6022 Particular field is too long, please consult the payment web service
integration manual
6023 Client Account ID provided is not valid
6024 Client Account ID provided is incorrect
6025 Recurring Card Plan is not Active
6026 Recurring Card Plan is not in an Active or Suspended state
6027 Recurring Card Plan does not exist
6028 Recurring Card Plan is not Suspend ed
6029 Consumer date of birth is an invalid date
6030 Consumer country has an invalid id, please consult the payment web
service integration manual
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9. Appendix B — Country ID Codes

Certain methods used in the Payment Web Service require a countrygddsed in. The following table details which countries
I NB NBLINSaSyiSR o0& 6KAOK ARQA Ay (KS cf2u/lakK agadasSvyo

1 Albania 102 | Mayotte Island

2 Algeria 103 | Mexico

3 Andorra 104 | Moldova

4 Angola 105 | Monaco (Kosovo)

5 Antigua & Barbuda 106 | Mongolia

6 Argentina 107 | Namibia

7 Armenia 108 | Nepal

8 Aruba 109 | Netherlands

9 Australia 110 | Netherlands Antilles

10 | Austria 111 | New Caledonia

11 | Azerbaijan 112 | New Zealand

12 | Bahrain 113 | Nigeria

13 | Bangladesh 114 | Norway

14 | Belarus 115 | Pakistan

15 | Belgium 116 | Palestine

16 | Belize 117 | Panama

17 | Benin 118 | Peru

18 | Bermuda 119 | Philippines

19 | Bolivia 120 | Poland

20 | BosniaHerzegovina 121 | Portugal

21 | Botswana 122 | Romania

22 | Brazil 123 | Russia

23 | Brunei 124 | Serbia & Montenegro (Yugoslavia)

24 | Bulgaria 125 | Singapore

25 | Burkina Faso 126 | Slovenia

26 | Burundi 127 | South Africa

27 | Cambodia 128 | Spain

28 | Cameroon 129 | Sweden

29 | Canada 130 | Switzerland

30 | Cape Verde Islands 131 | Taiwan

31 | Cayman Islands 132 | Tanzania

32 | Central African Republic 133 | Thailand

33 | Chad 134 | Turkey

34 | Chile 135 | Uganda

35 | China 136 | UK

36 | Congo 137 | Ukraine
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38 | Cote D Ivoire 138 | USA

39 | Croatia 139 | Vietnam

40 | Cuba 140 | Zambia

41 | Cyprus 141 | Vanuatu

42 | Czech Republic 142 | Zimbabwe

43 | Denmark 143 | Vatican City

44 | Dominican Republic 144 | Papua New Guinea

45 | Egypt 145 | Anguilla

46 | El Salvador 146 | Antigua and Barbuda

47 | Estonia 147 | Bahamas

48 | Ethiopia 148 | Barbados

49 | Faroe Islands 149 | Bosnia and Herzegovina

50 | Fiji Islands 150 | Colombia

51 | Finland 151 | Costa Rica

52 | France 152 | Coted'lvoire

53 | French Guiana 153 | Djibouti

54 | French Polynesia 154 | Dominica

55 | Gabon 155 | East Timor

56 | Gambia 156 | Ecuador

57 | Georgia 157 | Grenada

58 | Germany 158 | Guyana

59 | Ghana 159 | Haiti

60 | Gibraltar 160 | Honduras

61 | Greece 161 | Iran

62 | Greenland 162 | Jamaica

63 | Guadeloupe 163 | Laos

64 | Guam 164 | Mali

65 | Guernsey 165 | Montserrat

66 | HongKong 166 Morocco

67 | Hungary 167 | Mozambique

68 | Iceland 168 | Nicaragua

69 | India 169 | Niue

70 | Indonesia 170 | Northern Mariana Islands

71 | Ireland 171 | Oman

72 | Isle of Man 172 | Paraguay

73 | Israel 173 | Puerto Rico

74 | ltaly 174 | Qatar

75 | Ivory Coast 175 | Samoa

76 | Japan 176 | Saudi Arabia
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77 | Jersey 177 | Senegal
78 | Jordan 178 | Slovakia
79 | Kazakhstan 179 | Solomon Islands
80 | Kenya 180 | Seychelles
81 | Korea(South) 181 | SriLanka
82 | Kuwait 182 | Suriname
83 | Kyrgyzstan 183 | Togo
84 | Latvia 184 | Tonga
85 | Lebanon 185 | Trinidad and Tobago
86 | Lesotho 186 | Tunisia
87 | Liberia 187 | Turkmenistan
88 | Liechtenstein 188 | Turks and Caicos Islands
89 | Lithuania 189 | United Arab Emirates
90 | Luxembourg 190 | Uruguay
91 | Macau 191 | Uzbekistan
92 | Macedonia 192 | Venezuela
93 | Madagascar 193 | Yemen
94 | Malawi 194 | Korea- South
95 | Malaysia 195 | Cook Islands
96 | Maldives 196 | Guatemala
97 | Mali Republic 197 | Guinea
98 | Malta 198 | Saint Kitts and Nevis
99 | Martinique 199 | Saint Lucia
100 | Mauritania 200 | Saint Vincent and the Grenadines
101 | Mauritius 201 | British Virgin Islands
202 | United States Virgin Islands
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10. Appendix C — Recurring Card Plan Frequencies

When creating a recurring credit card plan you must spehiyfrequency at which the plan recurs and makes transactions, this
is set by passing in one of the following frequencies when you create the plan.

1 Daily

2 Weekly¢ Day is determined from the start date passed

3 Fortnightlyq Day is determined from the start date passed

4 4-Weekly
5 8-Weekly
6 12-Weekly

7 Monthly - Fixed date; Date is determined from the start date passed

8 Monthly - Last business dayStart Date must also be the last business day

10 | 2-Monthly - Fixed dateg Date is determined from the start date passed

11 | 3-Monthly - Fixed date; Date is determined from the start date passed

12 6-Monthly - Fixed dateg Date is determined from the start date passed

13 12-Monthly - Fixed date; Date is determined from the start date passed

11. Appendix D — TransactionResult Structure

All the methods involved in processing a transaction return a TransactionResult. The XML structure of the returned document
and its XSD are as follows:

<?xml ver sion ="1.0"?>

<transactionresult >
<transactionid >[transaction_ id ] </ transactionid >
<originaltransactionid >[ original_  transaction  _id ] </ originaltransactionid >
<accountid >[ flo2cash_account_id ] </ accountid >

<receiptnumber  >[ receipt_number ] </ receiptnumber >
<authcode >[ auth_code ] </ authcode >

<amount >[ amount_NZD] </ amount >

<type >[transaction_ type ] </ type >

<status >[transaction_ status ] </ status >

<reference >[reference ] </reference >

<particular >[ particular ] </ particular >

<message >[ additional_message ] </ message >
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<cardstored >[ card_stored

] </ cardstored >

<cardtoken >[ cardtoken ] </ cardtoken >

</ transactionresult >

XSD for the document

<?xml version ="1.0" encoding ="utf -8" ?>

<xs:schema id ="transactionresult
targetNamespace
elementFormDefault =" qualified

=" http://www.flo2cash.co.nz/webservices/paymentwebservice

xmlns =" http://www.flo2cash.co.nz/webservices/paymentwebservice
xmlns:mstns =" http://www.flo2cash.co.nz/webservices/paymentwebservice
xmins:xs ="http://w  ww.w3.0rg/2001/XMLSchema ">

name=" transactionresult ">

<xs:complexType
<xs:sequence >

<xs:element  minOccurs ="1" maxOccurs =" 1" name="transactionid " type ="xsistring " />
<xs:element minOccurs ="0" maxOccurs =" 1" name=" originaltransactionid "
type ="xs:string " />
<xs:element = minOccurs ="1" maxOccurs ="1" name="accountid " type ="xs:integer " />
<xs:element ~ minOccurs ="0" maxOccurs ="1" name="receiptnumber " type ="xs:long "/>
<xs:element minOccurs ="0" maxOccurs =" 1" name="authcode " type ="xs:string "/>
<xs:element minOccurs ="1" maxOccurs =" 1" name="amount" type ="xs:decimal "/>
<xs:element minOccurs ="1" maxOccurs =" 1" name="type " type ="xs:.integer "/>
<xs:element  minOccurs ="1" maxOccurs =" 1" name="status " type ="xs:integer "/>
<xs:element minOccurs ="0" maxOccurs =" 1" name="reference " type ="xs:string "/>
<xs:element  minOccurs ="0" maxOccurs ="1" name=" particular " type ="xs:string "/>
<xs:element minOccurs ="1" maxOccurs =" 1" name="message" type ="xs:string "/>
<xs:element minOccurs ="1" maxOccurs =" 1" name="cardstored " type ="xs:boolean "/>
<xs:element  minOccurs ="0" maxOccurs ="1" name="cardtoken " type ="xs:string "/>
</ xs:sequence >
</ xs:complexType >
</ xs:schema >
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