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Flo2Cash’

SECURE REVENUE CHANNELS Introduction

Flo2CasWeb2payintegration

1. Introduction

1.1 Getting Started
TheWeb2Pay Integratiochannelincludes threeservicesor merchants to obtain payments through their own websites

e Web2Pay Standard Payment
e Web2Pay Bill Payments
e Web2Pay Shopping Cart

This document is for merchants who wish to umed integratethese services Before you can usany of the Web2Pay
Integration servicesyou must have the Web2Pay channel enabled for y@la2Casimerchant account.

1.2 Checking that Web2Pay enabledfor your account

Before using any Web2Pay service you first need to make sure that Web2Pay is enabled &mcygont. To do thidog in
to the Flo2CastMerchant Console available https://secure.flo2cash.co.nz/clientisingthe Usernameand Passwordhat
you received via email from Flo2Cash.

Flo2Cash’ MERCHANT CONSOLE - YERSION 2.19.0.1

SECURE REVENUE CHANNELS

Login

Enter Login Details

Username: demomerch@flo2cash.co.nz

Forgot Password?

Figure 1.The Logirscreen of theFlo2CastMerchant Console

Once you have successfully logged in to the Merchant Console, navigate to éh®evenue Channdisection via the
menu available on the left hand side of the screen. T Revenue Channels page shale Flo2Cashevenue channels
you currently subscribe to. You needdosure theWeb2Paychannel is active before proceedimgth any integration
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MERCHANT CONSOLE - YERSION 2.14.0.1

Home | Security | Support | Help | Sign Out Logged In: TestMerchant

Merchant Options
4 My Brofils
& My Website
1= My Invaices
My Revenue Channels
ills My Reports

Lk Credit Card Transactions

4 Recurring C.Card Payments

2 Direct Debit Transactions

& Recurring D Debit Payments

o wirtual Terminal
= Batch Pracessing

[ Account Reconciliation

My Revenue Channels
Mote: To activate other revenue channels, please contact Flo2Cash.
Channel Active
PhonezPay x
Web2Pay
DebitzPay
Speech2Pay
virtusiTerminal

Bateh Processing

404 4 x4 4

Account Reconciliation

Figure 2My Revenue Channelsdge
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2. Web2Pay Standard Payment Service

2.1 How it works

Web2PayStandard Payment consists of a HTML form on your websiteathah submitted redirects your customer, along with
a selection ofields, to Web2Payin orderfor them to make a paymeniThe figure below shows the basic sequence of web
browser pagesvhen a customemakes a paymenwith Web2Pay Standard Payment.

Customer visits merchant

2. Customer transferred to Web2Pay
Flo2Cash Web2Pay

https://secure.flo2cash.co.nz/web2pay
2. Customer enters card details

Merchant Website
1. Customer ready to pay

Transaction Details

4. Customer transferred with transaction result back to merchant website /
Merchant Website Process Transaction
4. Transaction result displayed 3. The transaction is processed

Customer clicks link to return

Flo2Cash Web2Pay
Merchant Website https://secure.flo2cash.co.nz/web2pay «———Transaction Result
4. Transaction result displayed

Figure 3. Web2Pay Standakiforkflow
2.2 Example of the basic page sequence

Step 1:Customelis on yourwebsiteready to make a transaction

Step 2:Customercompletes the form onyour websiteand gets redirected tdhe Web2Pay Standarpaymentpagewhere the
customersecurelyenters their credit card detailsDepending on what is set on the CSC requirement feature, the Card Security
Code (CS®jill either be displayed or natn this page.
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Once the credit card details are entertite customerclicksthe & { dzo Y A { €

The thung

Payment Information

Merchant: Judy BMF - Test 4 Recurring Payment Item: fancy mouse
Amount: $1.00 Reference:

Credit Card Information

card Type MasterCard My
card Number?!

Card Security Code? *

Card Expiry 01 [»| /] 2009 [wf*

Name on Card *

* Required
1 The card number should be entered with no spaces or hyphens e.g. 1234567890123456
2 The card security code is a 3 or 4 digit number located on the back of your card.

If you would like to receive a receipt for this payment by email, please enter your email address below.

Email Address

Submit_

Privacy policy | About Flo2Cash™ Floacash

™ A i et e AN
Copyright @Flo2Cash™ 2005-2009., All rights reserved. e o

Figure 4. Payment InformatioRPage; Web2Pay Standard

odzid2y @

Step 3:If the credit cardinformation isvalid, the payment will be processed amgpending on whataluehas beenset forthe
return option (by default it is set tehow the transaction result on a page within Web2Rthe results of the transacion will be

displayedin Web2Pay witla link provided to return toyour website orthe transaction resultsvill be posted immediately to the

page indicated by the value dfe & NB (i dzNigldyTteiogress page wibe displayedintil the transaction isomplete
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Please wait while your transaction is being processed.

Processing... [ cud )

9

Please do not click the back button or navigate to another page while this is in progress.

Privacy policy About Flo2Cash™

Copyright ©@Flo2Cash™ 2005-2009, All rights reserved. M\

SECURE REVENUE CHANNELS

Figure 5. Processingayment Screen

Step 4.The payment is processed and the transaction result will be displayed either dveb@Paytransaction result page or

returned back to your siteFor more details on how the return option workdgase refer to the Flo2Cash Merchant Console
User Manual and go to the My RevenibannelsWeb2Pay subsection

Payment Result

Some Details here about the services used or any random message.

Payment Status: Transaction Successful
Transaction Number: P030200000061564
Receipt Number: 70800
Reference: 2
Amount: $1.00
Return to Merchant
Privacy policy About Flo2Cash™ ™
Copyright ©@Flo2Cash™ 2005-2009. all rights reserved. FloacaSh

SECURE REVENUE CHANNELS

Figure 6. ResubisplayedWithin Web2Pay
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2.3 Input Variables

Web2Payvalidates all the data poste it, and in the case of an invaliieéld, the browser(Customer]s redirected tathe Return

URLalong with a HTTP POST contairingppropriate error messagéoundA y  (e$p&nsedekid field.

The folbwing table showshe inputfieldsthat canbe posted toWeb2PayStandard PaymentA brief description of each
field is provided as well as the acceptedata format and whether it isesquiredor optional

cmd

Description
Defines the Web2Pay integration serviédways use
a_xclicl€ for Web2Pay Standard Payment.

Required

account_id

Flo2Caslissued Account ID

Required

Integer

amount

Thetransaction amountri NZ dollas. Must be a
positive value.

Required

Decimal

item_name

Description of itemnot stored by Flo2Cash

Required

String

reference

Merchant defined value stored with the transaction

Optional

String

particular

Merchant defined value stored with the transaction

Optional

String

return_url

The URL that the customer will be sent to on
completion of the payment.

Required

String

1024

notification_url

If provided, this URL will be used in conjunction wit
Flo2Cast Merchant Notification Service (MNS). (S¢
MNSfor details)

Optional

String

1024

header_image

The URL to an imag8ets the image at the topf the
payment page. The imageaximum size is 750 pixel
wide by 90 pixels higand must be URlencoded.
Flo2@shrecommends that you provide an image
that is stored only on a secure (HTTPS) server. (S¢
Customising thé&lo2Caslinterface).

Optional

String

1024

header_bottom_border

Setsthe colour of the border underneath the heade
on theFlo2Caslmosted payment page. (See
Customising thé&lo2Cashnterfacd. Value must be a
6 character hexadecimal value for the colour
required.

Optional

String

header_background_col
our

Sets he background colour of the headsectionon

the Flo2Caslnosted payment page. (S€stomising
the Flo2Cashnterface). Value must be a 6 charactel
hexadecimal value for the colourgaired.

Optional

String

custom_data

Merchant defined valu¢hat you can use to identify
your transactionAny \alue passed in will be posted
back to the notification_ur{SeeMNS. This isa pass
throughfield that isnever presented to your
customer. Flo2Cash will not store thislue

Optional

String

1024

store_card

0 or 1 as to whether Web2Pay should display the
option for storing the card details upon a successfu
payment. 0 = do not show ( defaull )= show

Optional

Integer

N/A

csc_required

If the CSC requirement feature is setRexjuired but
Changeableyou can pass 0 or 1 as to whether
Web2Pay should display the CSC field when a clie

enters their credit card details. 0 = do not show 1 1

Optional

Integer

N/A

Web2Pay IntegratioGuide
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show (default )
display_customer_email| 0 or 1 as to whether Web2Pay shoulidplay optional Integer | N/A
customer emaiteceipt field 1=display(default)0 =
hide

2.4 Order Page (HTMé&xamplg

The following is an example page for a Web2Pay Standard transaction that posts the requirditidptg Web2Pay For
more examples, please visit owdiWeb2Paydemo availablat http://demo.flo2cashco.nz/singhfarms

<form action ="http s:// secure.flo2cash .co.nz/web2pay/default.aspx” method ="post">
<input type ="hidden " name="cmd" value ="_xclick"/>
<input type ="hidden " name="account_id" value ="10000"/>
<input type ="hidden " name="return_url" value ="http://< your - site>/ReturnURL. php"/>
<input type ="hidden " name="notification_url" value ="http://<your - site>/NotifyURL. php"/>
<input type ="hidden " name="header_image" value ="http s://l<your - site>/images/logo.qgif"/>
<input type ="hidden " name="header_ bottom _border " value ="22FFDD'/>
<input type ="hidden " name="header_ background_colour " value ="22FFDD'/>
<input type ="hidden " name="store card " value ="0"/>
<input type ="hidden " name="csc_required " value ="1"/>

"

<input type ="hidden name=" display_customer_emalil value ="0"/>

amount:

<input type ="text" name="amount" value ="10.00"/>

item_name:

<input type ="text" name="item_name" value ="optical mouse"/>
reference:

<input type ="text" name="reference" value ="IV20061031001"/>
particular

<input type ="text" name=" particular " value ="Item No 123 "/>

n

<input type ="submit " value ="submit" />

</ form >

The input type can be anything you like (e.g. textfields, etown box, hidden fields, etc) as long as you post the correct
field names to the server.

If the postedfields are successily validated the customeris presented witha secure page where they can enter their
credit card detaileand complete the transaction.

2.5 Output Variables

*NB: Please not that the output variables only apply if the Return Option is set togt back to the merchant

The folbwing table shows the outpifteldsto be postedbackto the Return URL, along with a brief description of each.

Name \ Description Type

txn_id Flo2Casldefined unique transaction LD String

receipt_no Flo2Caslunique transaction receipt number Integer

txn_status 0 = Unknowrg, Transactiorresult cannot be confirmed i.e. lost connection with Integer
Web2Pay IntegratioGuide Version 1.2

Date 15/02/2010
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the payment switch
1 = Processing An old status left in for legacy integrations (Ignore)
2 = Successfgl Transactiorprocessed successfully ambnies wereiaken from
the card
3 = Failed; Transaction has failed to process
4 = Blocked, Transaction was blocked from taking place due to merchant
specific rules
11 = Declined Transaction was processed but declined
account_id TheFlo2Cash écount ID used for processing the transaction Integer
reference Reference used for the transactienefined by the merchant String
particular Particular used for the transactiapdefined by the merchant String
card_type Thecredit card type used for this transaction: Integer
1=American Express
3 =Diners Club
4 =MasterCard
5=Visa Card
response_text If an error occurred then the error message will be stored here String
response_code The response code is a legacy fiehdl & now superseded by the txn_status fig String
as above.
The values for the response_code are:
0 =Successful
1 =Failed
amount Total amount of the transaction. Decimal
authorisation_code | Authorisation code returned by the bank for this transaction String
error_code The error code indicating the type of error that occurred. String
See Appendix for a full listing of Error Codes
error_message The error message explaining what the error means. String
See Appendix for a full listing of Error Codes
custom_data Value of the custom_data inpwiariable that yopassedo identify your String
transaction.
card_token The token of the newly stored card, only available if the store_vardble was | String
set to 1 and the customer chose to store their card details

2.6 Return URIC# example)
*NB: Please no¢ that this only apples if the Return Option is set to post back to the merchant

The following code is an example o€&/ASP.NEJegment of your Return URL, responsiblerédrievingthe postedvaluesso
you can use them opour result page

Note: It is strongly suggested that you do not use this data to update your own systems as the method in which it is provided is
susceptiblgo spoofing. If you need to process this datad updateyour own systems, please use tAl2CaslkMerchant
Notification ServicMNS).

protected void Page Load( object sender, EventArgs e)

{
if (Page.lsPostBack == false )
{
Web2Pay IntegratioGuide Version 1.2
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©Flo2Cash 2011

Pagellof 67



Flo2Cash’

SECURE REVENUE CHANNELS Web2PayShoppingCart

/*Get all returned variables from HTTP(S) POST*/

string  strTxnID = Request.Form.Get( "txn_id" );

string  strReceiptNo = Request.Form.Get( "receipt_no" );

string  strTxnStatus = Request.Form.Get( "t xn_status" );

string  strAccountID = Request.Form.Get( "account_id" );

string  strReference = Request.Form.Get( "reference" );

string  str Particular = Request.Form.Get( " particular ");

string  strCardType = Request.Form.Get( "card_type" );

string  strResponseText = Request.Form.Get( "response_text" );
string  strResponse Code = Request.Form.Get( "response)codedo
string  strAmount = Request.Form.Get( fAamoulpt O

string  str CustomData = Request.Form.Get( "custom_X)atao
string  str CardToken = Request.Form.Get( "card_t gkeno

/*find out transaction status*/

if (strTxnStatus == 20)

{
[*accepted*/
ShowTransactionAcceptedPage();

}

else

{
/*declined*/
ShowTransaction Declined Page();

}

}
}
Web2Pay IntegratioGuide Version 1.2
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3. Web2PayShoppingCart

3.1 How it works
Web2Pay Shopping Cansists of a HTML form on your website thdten submitted, redirects your customer, along with a
selection offields, to Flo2CasiWeb2Payn orderfor them to make a paymeniThe figure below shows the basic sequence of

web browser pages when a custonmaekes a paymenwith Flo2CashVeb2PayShopping Cart

Customer visits merchant

2. Customer transferred to Web2Pay
Flo2Cash Web2Pay

https://secure.flo2cash.co.nz/web2pay
2. Customer enters card details

Merchant Website
1. Customer ready to pay

Transaction Details

4. Customer transferred with transaction result back to merchant website /
Merchant Website Process Transaction
4. Transaction result displayed 3. The transaction is processed
Customer clicks link to return Flo2Cash Web2Pay
Merchant Website https://secure.flo2cash.co.nz/web2pay <«———Transaction Result

4. Transaction result displayed

Figure7. Web2Pay Sbpping CartWorkflow

3.2 Example of the basic page sequence

Step 1:Customelis on yourwebsite, has selected products andésdy to make a transaction.

Step 2:Customercompetes the form on youmebsiteand gets redirected td-lo2CastWeb2PayShoppingCartpaymentpage
where thecustomersecurelyenters their credit card detailand customer information (optional)Depending on what is set on
the CSC requirement feature, the Card Security Code (CSC) will either be displayed or not on this page.

Web2Pay IntegratioGuide Version 1.2
Date 15/02/2010
©Flo2Cash 2011 Pagel3of 67
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Once the credit card details are entertite customerclicks thed { dzo Y A { €

The Cow ang

Shopping Information

Merchant: Judy BMF - Test 4 Recurring Payment

Reference: I¥20061031001

Particular: Test Par

Name Item code Quantity Price Line Amount
fancy mouse POO0OO1 10 $10.50 $105.00
Monitor PO0O0OOZ S $10.00 $50.00

Total Amount for this transaction: $155.00

Customer Information

First Name: " Address:

Last Name: *

Email: * City:

Phone: Country: New Zealand v/

Credit Card Information

Card Type MasterCard e
card Number?! *
card Security Code? *

Card Expiry 01 [»| /] 2009 [v|*
Name on Card *
* Required

1 The card number should be entered with no spaces or hyphens e.g. 1234567890123456
2 The card security code is a 3 or 4 digit number located on the back of your card.

If you would like to receive a receipt for this payment by email, please enter your email address below,

Email Address
[ Submit

Privacy policy About Flo2Cash™
Copyright @Flo2Cash™ 2005-2009, All rights reserved.

Flo2Cash’

SECURE REVENUE CHANNELS

Figure8. Payment InformationPage¢ Web2Pay Shopping Cart

odzii 2y @

Step 3:If the credit cardinformation isvalid, the payment will be processed awépending on whatvaluehasbeenset forthe
return option (by default it is set to show the transaction result on a page within Web2fRayksults of the transacion will be
displayed in Web2Pay with a link provided to returrnytur website or the transaction results will be ged immediately to the
o0& (i Ki8d. ThepfogteSs page willefdiSplagelililttuzNafspctidhlisbmplete

LI 3S AYyRAOFGSR
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Please wait while your transaction is being processed.

Processing... [ cad )

9

Please do not click the back button or navigate to another page while this is in progress.

Privacy policy About Flo2Cash™ Floecashn

2 ™ = 4 A= L= 1
Copyright ©@Flo2Cash™ 2005-2009, All rights reserved. T T

Figure9. ProcessingPayment Screen

Step 4:The payment is processed and the transaction result will be displayed either &igb2Paytransaction result page or
returned back to your siteFor more details on how the return option works, please refer to the Flo2Cash Merchant Gonsole
User Manuahnd go to the My RevenughannelsWeb2Pay subsection

Customer Information

First Name: Judy

Last Name: Marcelo

Email Address: judy.marcelo@floZcash.co.nz
Phone: (09) 123-4567

Address: 27 william Pickering Drive, Albany
City: Auckland

Country: MNew Zealand

Payment Result

Some Details here about the services used or any random message.

Payment Status: Transaction Successful
Transaction Number: P090200000061565
Receipt Number: 70801

Reference: 1v20061031001
Particular: Test Par

Amount: $155.00

Return to Merchant

Privacy policy About Flo2Cash™ Flozcashu

: ™ 2 i T T CTTE
Copyright ©@Flo2Cash™ 2005-2009. All rights reserved. T

Figure 10. ResubisplayedWithin Web2Pay
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3.3 Input Variables

Web2Payalidates all the data postet it, and in the case of an invaligld, the browser(Customer)s redirected to your
Return URklong with a HTTP POST contairsngappropriate error messagéoundA y  {(e$p&nsedeid field.

The folbwing table shows the inputelds that carbe posted toweb2Pay Shopping Cart. A brief description of didthis
provided as well as the accepted data format and whether it is required or optional.

cmd

Description
Defines the Web2Pay integration serviédways
used xO I ot Web2PayShopping Cart

Required
Required

Type
String

Length
N/A

account_id

Flo2Caslissued Account ID

Required

Integer

N/A

reference

Merchant defined value stored with the
transaction.

Optional

String

50

particular

Merchant defined value stored with the
transaction.

Optional

String

50

return_url

The URL that the customer will be sémton
completion of the payment.

Required

String

1024

notification_url

If provided, this URL will be used in conjunctiof
with Flo2CastMerchant Notification Service
(MNS.

Optional

String

1024

Iltem_nameX

You can post multiple items for one transaction

The item_name elements must be formatted ag
follows: item_namel, item_name2, item_name
etc. (For example, item_namel, item_codel,
item_pricel and item_qty1 describe the first
item in your shopping cart.)

Required

String

50

ltem_codeX

You can post multiple item codes for one
transaction.

The item_code elements must be formatted as
follow: item_codel, item_code2, item_code3,
etc...

Required

String

50

Item_priceX

You can pass through multiple items for one
transaction.Must be a positive value.

The item_price elements must be formatted as
follows: item_pricel, item_price2, item_price3,
etc...

Required

Decimal

N/A

ltem_qtyX

You can pass through multiple items for one
transaction.

The item_qty elements must be formatted as
follows: item_qty1l, item_qty2, item_qty3, etc...

Required

Integer

N/A

Web2Pay IntegratioGuide

Version 1.2
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header_image

The URL to an imag8ets the image at the topf
the payment page. The imageaximum size is
750 pixels wide by 90 pixels highdmust be
URLencoded Flo2Caslhecommends that you
provide an image that is stored only on a secur
(HTTPS) server. (S€astomisig theFlo2Cash
Interface).

Optional | String 1024

header_bottom_border

Setsthe colour of the border underneath the

header on theFlo2Caslnosted payment page.
(SeeCustomising thé&lo2Castinterface. Value
must be & character hexadecimal value for the
colour required.

Optional | String 6

header_background_colour

Sets he background colour of the headsection
on the Flo2Caslhosted payment page. (See

Customising thé&lo2Cashtnterface. Value must
be a 6 character hexadecimal value for the colg
required.

Optional | String 6

custom_data

Merchant defined valu¢hat you can use to
identify your transactionAny \alue passed in wil
be posted back to the notification_uiSeeMNS.
This isa passthroughfield that isnever
presented to your customer. Flo2Cash will not
store thisvalue

Optional | String 1024

customer_info_required

traaiy3a GKAA OFNRFoOES
allow you to collect customer information from
the Flo2Cash Web2Pay shopping cart page. T
customer information will then be posted back
your notification UR(SeeMNS§.

Optional | Integer N/A

store_card

0 or 1 as to whether Web2Pay should display t
option for storing the card details upon a
successful payment. 0 = do not show ( default
= show

Optional | Integer N/A

csc_required

If the CSC requirement feature is setRequired
but Changeableyou can pass 0 or 1 as to
whether Web2Pay should display the CSC fielg
when a client enters their credit card details. 0
do not show 1 = show ( default)

Optional | Integer N/A

display_customer_emalil

0 or 1 as to whether Web2Pay should display
customer emaiteceipt field 1=display (default)
0 = hide

optional | Integer N/A

3.4 Order Page (HTMéxamplg

The following is an example page for a Web2Pay Shoppingr@astctionthat posts the required inpufieldsto Web2Pay
For more examples, please visit oneliVeb2Pay dmo availableat http://demo.flo2cashco.nz/singhfarms

<form action =ohttp s:// secure.flo2cash .co.nz/web2pay/default.aspx 0 method =0post 0>
<input type =0 hi d d enante=0cmdo value =0_xc ar t>0

Web2Pay IntegratioGuide

Version 1.2

Date 15/02/2010
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<input type =0 hi d d enante=0account_id ¢ value =0610000 o/>
<input type =0 h i d d enante=0return_url 0 value =0Ohttp://<your - site>/ReturnURL. p hp>
<input type =0 hi d d enante=0natification_url 0 value =ohttp://<your - site>/NotifyURL. p h p>
<input type =0 h i d d enante=0customer_info_required fi value = 0 10
<input type =0 hi ddenante=0 st or e _cwauadfio 0>
<input type ="hidden " name="csc_required " value ="1"/>
<input type ="hidden " name="display_customer_emalil " value ="0"/>
reference
<input type =0text 0 name=0r ef er ewaue &0l V200610810010
particular

<input type =0text 0 name=0 par t i cuvalag ® Or der _Paf>_1230

first item name . <input type =0Otext 0 name=0i t e m_n avaleel ®® Pr o d ulcdt

first item price : <input type =Otext 0 name=0i t em_pr ivalel=010. 650

first item code ;. <input type =0text 0 name=0i t em_c ovhleel®0 P00 0/B 10

first item qty © <input type =0text 0 name=0i t e m_ q tvajud &0 1 0>

second item name : <input type =0text 0 name=0i t em_n awmle2=® Pr oduc/+ 20
second item price : <input type =Otext 0 name=0i t em_pr ivele2=022. 300
second item code ;. <input type =0text 0 name=0i t em_c ovhle2®0 P00 0/ 7 0
second item qty : <input type =0Otext 0 name=0i t e m_ q tvalu2 &0 7 /&

<input type =0 h i d d enante=Oheader_image 0 value =0http s://[<your - site>/images/logo.gif o/>
<input type =0 hi d d enante=0header_ bottom_border 0 value =022 FF/BDO
<input type =0 hi d d enante=Oheader_ backgr ound_cvalleccaR2@FFBDO

<input type =0submit 0 value =o0submit o />
</ form >

The input type can be anything you like (e.g. textfields, etown box, hidden fields, etc) as long as you post the correct
filed names to the server.

If the posted variables are successfully validated diitomeris presented with a securpage where they can enter their
credit card details and complete the transaction.

3.5 Output Variables

*NB: Please note that the output variables only apply if the Return Option is set to post back to the merchant

The folbwing table shows the output fields be postedbackto the Return URL, along with a brief description of each.

Name Description Type
txn_id Flo2Casldefined unigue transaction LD String
receipt_no Flo2Cashunique transaction receipt number Integer
txn_status 0 = Unknowrt, Transactiorresult cannot be confirmed i.e. lost connection with | Integer

the payment switch

1 = Processing An old status left in for legacy integrations (Ignore)

2 = Successfgl Transaction processed successfully amzhies weretaken from
the card

3 = Failed; Transaction has failed to process

4 = Blocked, Transaction was blocked from taking place due to merchant speq
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11 = Declined Transaction was processed but declined
account_id TheFlo2Cash écount ID used for processing thransaction Integer
reference Reference used for the transactiedefined by the merchant String
particular Particular used for the transactiondefined by the merchant String
card_type The credit card type used for this transaction: Integer
1=American Express
3 =Diners Club
4 =MasterCard
5=Visa Card
response_text If an error occurred then the error message will be stored here String
responsecode The response code is a legacy field and is now superseded by the txn figlatus| String
as above.
The values for the response_code are:
0 =Successful
1 =Failed
amount Total amount of the transaction. Decimal
authorisation_code| Authorisation code returned by the bank for the transaction. String
error_code The error codendicating the type of error that occurred. String
See Appendix for a full listing of Error Codes
error_message The error message explaining what the error means. String
See Appendix for a full listing of Error Codes
custom_data Value of the custom_datiaput field that waspassedo identify the transaction. | String
CKS F2fft2pAy3 FASE RA custhnief info Rqulrdd 3 FSB{ ®KI O] 42 ¥
first_name Customer First Name String
last_name Customer Last Name String
phone Customer Phone String
email Customer Email Address String
addressl Customer address String
address?2 Customer address String
city Customer City String
country Customer Country String
card_token The token of the newly stored card, only available if the store_card variable | String
was set to 1 and the customer chose to store their card details

3.6 Return URIC# example)

*NB: Please note that this only applies if the Return Option is set to post bacthe merchant

The following code is an example o€&/ASP.NESegment of your Return URL, responsiblerétrievingthe postedvaluesso

you can use them owour result page

Note: It is strongly suggested that you do not use this data to upgtate own systems as the method in which it is provided is
susceptible to spoofing. If you need to process this daith updateyour own systems, please use tA2CaslkMerchant

Notification ServicMNS).

protected void Page Load( object sender, EventArgs e)

{
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if (Page.lsPostBack == false )
{
/*Get all returned variables from HTTP(S) POST*/
string  strTxnID = Request.Form.Get( "txn_id" );
string  strReceiptNo = Request.Form.Get( "receipt_no" );
string  strTxnStatus = Request.Form.Get( "txn_status" );
string  strAccountID = Request.Form.Get( "account_id" );
string  strReference = Request.Form.Get( "reference" );
string  str Particular = Request.Form.Get( " particular ");
string  strCardType = Request.Form.Get( "card_type" );
string  strResponseText = Request.Form.Get( "response_text" );
string  strResponse Code = Request.Form.Get( firesponse_ c o d g O
string  strAmount = Request.Form.Get( flamount 0);
string  str CustomData = Request.Form.Get( "custom_data ");
string  str CardToken = Request.Form.Get( "card_token ");

/*find out transaction status*/

if (strTxnStatus == 20)

{
[*accepted*/
ShowAcceptedTransactionPage();

}

else

{
/*declined*/
ShowDeclinedTransactionPage();

}

}
}
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4. Web2PayBill Payment

4.1 How it works

Web2Pay Bill Paymenbnsists of a HTML form on your website thditen submitted, redirects your customer, along with a
selection of fieldsto Flo2CasWeb2Payin orderfor them to make a paymeniThe figure below show$é¢ basic sequence of
web browser pages when a custonmaakes a paymenwith Flo2Cash Web2Pay Bill Payment

Customer visits merchant

2. Customer transferred to Web2Pay
Flo2Cash Web2Pay
https://secure.flo2cash.co.nz/web2pay
2. Customer enters card details

Merchant Website
1. Customer ready to pay

Transaction Details

4. Customer transferred with transaction result back to merchant website /
Merchant Website Process Transaction
4. Transaction result displayed 3. The transaction is processed

Customer clicks link to return

Flo2Cash Web2Pay
Merchant Website https://secure.flo2cash.co.nz/web2pay ««———Transaction Result
4. Transaction result displayed

Figure 11. Web2Pay Bill Payment Workflow

4.2 Example of the basic page sequence

Step 1:Customelis on your websitaeady to pay the bill.

Step 2:Customercompletes the form on your websitnd gets redirected t&lo2CasWeb2PayBill Paymenpaymentpage
where thecustomersecurelyenters theircredit card detailsDepending on what is set on ti@SC requirement feature, the Card
Security Code (CSC) will either be displayed or not on this page.
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The customer will enter the invoice numband then clicionthed [ 2 2

Figurel2. Payment InformationPage; Web2Pay Bill Payment

invoice isfound ¢ the details of the invoice will be displayestherwisethe error will beshown Once the credit card details are

entered,the customercanclickthe & { dzo Y A (0 £

odziG2y @

Step 3:If the credit cardinformation isvalid, the payment will be processed am@pending on what value has been set for the
return option (by default it is set to show the transaction result on a page within Web2Rayksults of the transacion will be
displayed in Web2Payith a link provided to return to your website or the transaction results will be posted immediately to the

L3S AYRAOI GSR
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